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Technical Security frrangement
Between the Ministry of Defence
of Kuwait and the Depertment of
Defence (DOD) of the United Sto-
tes concerning Special Security
leasures for safegucrding of Cer-
tain United States Classified
Military irticles,Services and
Information,

In furtherance of sutual cooper-
&tion of Yuwait ond the United
States,the Minister of Defence
of Kuwait and the Secrctecry of
Defence of the United States
cgree to cerry out special sce-
urity seoasurecs to protect. United
States military informction cla-
sgified through SECRET agcinst
sabotage,espionage,unauthorized
access or any other hostile act-
ivity cs follows:

I.PERSONREL SUCU:L

A.Xo person shell be entitled to
access to United States claés-
ificed militery information sol-
oiy by virtue of rcnk, oppoint-
ment or security cleasrance.ihce-
ess to classified informution
shell be gronted only to those
individuals whose official dut- -
les reiuira such access in acc-
ordence with preseribed stand-
ards, Clcssified military inf-
ormotion or naterisl shall not
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be disseminuted or reldased tp any L— iy bl (1)

person vho is not (1)a nztional
of Luwvait,(2)a member of the ar-
mod forees of the United States
or ‘8. United States- citizen holding
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c.

a8 Depertient of Defence clocr-
anco &t the proper level
Cthor undividuals as may be
mutually osreed upon, way Lo
grinted sccess,

Before granting &n individual
cecesa to clessified military
informttion, the Ministry of
Defonce shall wake & security
detersination &8 te such per-
son's oligibility .,

The determination &5 to whe{hg
er the grenting of a claeran-

ce is consistent with the int-
ercst of sacurity shall be ha-
sed upon all &aveilable ihforme-
tion indicsting whether such
individuvel is of{1) unguestion-
ed loyalty, integrity and trust-
worthiness,end(2) excellent ch-
trecter, ond of such habits ond
ussociutes us to cust no doubt
upon his discrection snd or good
Judzuent in the hendling of clc-
ssificd inforumotion.

4n appropricte investigotion, in

sufficient dctail to provide sss~

urance that the eriteria in sub-
paragraph 3,B.(1) &nd (2) ithove

heve been wmet, sholl he conducted o=—————= ‘“';. 'J'U“*LJl

Ly the Ministry of DdeCence with
respoct to any person to be gre-
nted qcess to U.5, clessificd
inforiation or nmezterial ,

Such investijution shall include
the foilowing:

{, Citizenship. The individual's
citiﬁeuship is estiblished or
certificd by thoe Governwent of
Rﬂﬂﬁit.

2. & review of the scerurifv rrt
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of the Specisl office of the -
Kuwait Arary shall be wade for
pertinent. facts having a bear-
ing on the loyalty and trust-
worthiness of the individual .

-t...n {_xu,;u SO
20 *Yy 2l 2ol

Each establ.-ishmc'nt handling e laiylondl jpa {. Shite: —a
United Stetes classifiod wil- J________,._.,.zsu, ‘u—-” 1:__,_,

itary inforuwation shall main- ,_.-__.....__.,A..ll o) 3 HI P
tain a rogistry of the cleca-  * di—ufullull ,_‘---L,J.-Jlg.‘.!. 1 byl
rences of personnel authorized Jo=Jie. "-Luu""-{'-'-“ vl ity

‘:‘L-“’”.U""" U"“

to have access to such inform-
:-—n’gltl"“" Ll F et e §

ation st that cstablishment, 1 -I Izl 2 bﬁ_ e

bty

Security clearances granted c-.ab-: A , imaltea L, ‘5‘1

&nd tho investipative files

el Il oy L s

upon which such clearance: were L.n..ll' 't ;.b-,.t, ;J,LJ!U.._,.
granted shall he maintained in ':J,_._.L,_,.-a- Jami dley o JJa
a central repository of the Ja—2igorclyley b J-‘J'- ‘a

dinistry of Defence ,

._L_____.,_L...ll Il et Lzt o

Records shell reflcet the dates —Yi3 R IJJ'L.';"‘J'

of investigction, the locations

of the investigative filcs, the
dates clesrances were granted
the naome of the ruthorized

person granting clearences and

the degree of access to which

thae individuals .are authorized,
Such elearcnces shall he reexem-
ined es a matter of priority when
new information is received: whieh
indicates that continned access to
such eclassified information mey no
longer be consistent with the inter-
csts of sccurity.

I1, SUPPLEMENTAL SE2CURITY PIINCIPLES

I‘I.

B.

t i LG :.__;.L,._,;JLJJ Sola o _1-

AKD PRACTICES,

The Ministry of Defence shall he
‘responsihle for administering the
security mezsures contained herein
under the standerds set forth,

The Ministry of Defence slhiall be
regpameitlh for-thé -security of
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the fueilitics und esteblisbhments ey e Ly lat L oy, I

where United States classified o b 435 WA [P _;__._n
military informetion and material ¢ eitally e T, el
are available,including training a—-—.-__-—-—. -lSU»L..U..g.
and waintenance installetion,and “-—--—-J'J 3o JAUAN 5L,
shall appoint qualified rofficers o adsf-udty ‘H"'"r* o
of the Ministry of Defence for '_V""“":' {L":;:“"’:"l
each such facility or establish- e o -
mont who shall have authority and

responsibility for the control

and proteetion of classified mili-

ary information in the facility or

ostabllshment.

C.Authorizetion for visits to aress P SN A T ‘C
where access to classified tinited wlyladt J4° ﬁb-')n. Ui s
States military information is wsb ,_,-.,Su. Lo | 3. S 1
available sholl be linmited to Py * ‘s“'J“u‘wJ ke
those necessary for official AV g Tt o, ek A LA

i ’.‘.h;.l 0
‘purposes, Authorizetion to visit "\""'_: 'J’ “"S' '5 ! I",u:
such on area shall be 3 G sl bt oLy
Eranted - L. - =) = eI
) gie oy Lol o2ae S
only by the Ministry of Defence - L 2 gy Sl P REUN R
of Kuwait.The Ministry of Defence
shall be' responsible for advising
the appropriate personnal at the
perticuler facility or establish-~
ment of tha propused vigit,and
highest classification of information
that may be furnislied to the visitor,
D, The Ministry of Defence sholl submit ; =N Al 51, P
requests for visits to industrial LatcTadist o L
o i AL
installations within the United Stotes =—p) 013 L. ,,H..a.n..n-w,.l
to the Embassy of Kuwait,WeshingtondC ! L) (eoladl) lotly s
for transmittal to the foreign Liai- ';JL“E o o _L.‘J' .JL“'““—.
son office of the appropriate Mili- U“'-"""’L“"" h"""""‘"‘ i

l I . - ‘ lll “ n . Sem
tary Depurtment, the Pentagon =t Uirnts o .
TRV RO LEY- PO [P N TS

WashingtonDC,Such requests shall s L 9
F /3 SRRSO,

.include a statement of the security
clearance and official



station of the visitor and the
nNocessity for the visit.

IIX,PRYSIC.L SECURTT

A,.Sccurity responsibility commen-
¢es upon roceipt of the classi-
fied documents by,or upon the
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passing of title of the clessi- PN IR PO | PR | O PR L < RS
ficd cquipuent to an authorized. o et j 80Ot sl M350 g
representative of the Government | SRR 1 [ LN ] S T

of Kuwait in the United States

or upon arrival of a ship in

port in Kuwait ,or the landing

of an airplenc at an airport

in Kuwait. Onco rececived,the

Ministry of Defence shall retain

custody of all such United Stctes

classifiod military equipnent,

component ,and associatoed drewings

and instruction while in transit

within Kuwsit or storege within

Kuwait,
B.United Stites informetion clegsi-
fied CONFIDENTILL shall Le storead
in safes or steel cebinets with
built-in combination locks which
are regularly inspected and proven
to be secure, United Stctes infor-
mation classified SHCRIT shell be
stored in safes with built-in
combination locks which are consi-
derecd edequate by the Ministry of
Defence for storage of Kuwaiti
information clessificd SHECRRT.
Entrences to rooms and arons
where classified materinl is stored
shall be Difer-<the-awrveildomee-of
anced -gusrds-on t-hour-besis,

s

Per Amendment No

duty hours.
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controlled by armed guards during pon-
dutv hours and bv unarmed guards during



¥, . . and the
registry number

8f the shipment.

No. indication.of
the classifi-
cation of the
enclosed documenthll

** per Amendment
No. 1
26 Jun 77

A. Documents, United States documonts J

' the address of the sende

IV. TRINSMISS1CN - i

J
The minicmm regquirement for the —

O ISR I LN | 1 1
security of United Stales cless— - .- L‘-"J"L:Jdiw
ified inforwation during transmi- L I"—-; Lol gos _g 'ﬂ
ssion shall bo. as. follouws: ’ o

LS v 3 sty ('
classified SECRET end confidential 12g 1 oot ’_"
\-ir"‘-—-——"-'*-‘
shall be transmitted in the same { J_..u.: - ' o "‘ '3‘
ﬁ! T I

manner a8 Kuwaiti documents of . y; HEDLI T M

equivaleont security classifico- § G aying .,.,_,J,._u_.‘ ] J:LJI
tion.Documents shall be in ol ey 1o L o,
double scaled envelopes, the B GIA ooy b oo, 25,1

innermost bearing only the -class- .-—7—;—-*.» J":r" "J"‘Jfl“"";” ol

ificotion of tho materisl enclos- l'{"_""":"" UL-j::::J‘T"i J""";

ed and the outer envelope hesring J—"" r 1 ':; Wb & ,_»..Jl‘_,TJ:JJI

only the address of the regipiont Is Jr”-“ NP ]
fﬁ-—-ﬂm ST | Ju.::....!... F 4 Jla

rogistryimnbor—of-the-ciessitica- i S— N | VR LR J,L,Jl

ttomof—tho—omotesed—docnvents shall ——JI *JLQI‘_,L;.JI‘.L..JJ.;.‘_,

be wade on the outer envelope,The ..;"'“ Jedl

sealed cnvelope shell then be hand-

c@fried by authorized courier.®* Receipts

are to be obtained on avery occas-

ion when docunents cheange hends

enrout, and.,a' receipt is to be

issucd by the final rceipient

to the original consignor,

aterial and Equipwent, i Adly oLJI (L
. By Moil or Road. Clossificd rgalall L, Vg asdr s oy
materinl and eauipment shall be
transportoed in se::led coverced vens :'VJEJLT'J- :}‘“ ;.t_ 1
L4 '-J (] l LY -2
or cers,or securely shielded and Al |c...J_-J._.__J| L N LIS r_.
Kept under continuous sucrd to SRS |y PN | f"’ J,_,.JJ
pfevent eccess Ly uncuthorized
persons.,
2, Storame Shore in Transit, ' M u' 2 LKL PSRPTRS |
Classificd meterial and equipuwont s o 1) .)4,--"'
which rrist Le stored eshore . ,,-Jl'-—la.-.Ji, SLJl

1Lzt b;.;;,uidu.,._,,,.,,. "



VI

touporarily awaiting trans-
shipment shall be ian secure
locked storage or segregated
areas,Guards shall meintain
continuous surveillance of the
storoge and only eppropricste
sccurity personnel sholl have
custody of the key to the
storage,

3.Receipts, Receipts are to be
obtained on every occasion when
classificd materizl and equip~
went changes hands enroute,and
a roccipt 1is to be issued by
the fincl roeipient to the ori-
ginal consigner.

C.Electric !'cans.4ill United States
classified information transmit-
ted by electric’: means shall be
encrypted in & systom of the same
clossification as that of Kuwaitf ge—-— o2 pl Jiy

infornation classified SRCRET
and made availuble to the lcast
number of conrnds, agencics
and persons to asswre delivery
to those who have a real "necd-
to=now",

Y. ACCCUNTLRILITY. Accountzbility
proecedure shell be established
to control the disscrnination

and physical inventory of class- ) IR | Y TN | o1 5 A

iftied militery information and_
material,.Control officers shall

be designated to meintain sccount-
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obility registers for the receipt
and dispateh of clossificd documents,

2L RRTNG OF DOCURENTS
The Ministry of Defence shall

% SR | | [N} R

bzt Lo XH LBoIlilr, s
stamp the nome of the United States '_—“’Ll"’ P A - PR



Governuent on 21l clossified f SSE—N PYUS FERN O R N T
documents ond muterisl’ received  mee—odl HLAVL ool 3,1 ol
in eddition to the cppropriote c"-".fu' PRI [E R

Kuwsiti soccurity classilicution * obdly Sl ;""U""
warking, to prevent loss of iden-
tity.

ViII, DUSTRUCTION Uy Yy

A. Clessificd documents, when no Sl oLail wae gt syt ks (]

longor roquired, shall Lo dest- Ji——ma J o Lebme ey Lot

royed by burning by cuthorized c.L..,.Ln.llus.._,a:c.'.J p LR U

personnel igp effectivoly 88 to  Bammmiimg - b5 1 ML 20

prevent compromise of the closse ¥ Sl i oy

ifiod information conteined therg-~-- s

in, Accountability records shall

be mwaintcined to reflect the des-

truetion of clessificd documents,

Classificd 'cnterial shall be des- IR DR AT Ot N I 3

troycd beyond rocognition so as J——e Y Seldy ¢ saa,

to preclude reconstruction of W el gt
L3 S

the clessified informetion in —.‘J-?.:‘
whole or in part .

YII. REPUDUCTION ' r'_l......._.._._.....‘:...?l -A
dhen a elsssificd document is B 6 L &2y ) o)
reproduced, all original sccurity Lot s _,.-'-1,1. == tal L
morking thercon elso shall be c—'-—-"’ﬁ:‘ Lol il el

roproduced or placed on each re- g—29 ° 43 J‘ _u““""-?“‘u"ld‘l‘
production, Such reproduced doc- f’"":“f&ﬁ:ﬂﬁ'g’ ,'
unonts shell be placed under the e s “'l" Y1 :I::.'J
siume cccountability controls s ’ i
are required for the original

docunicnts

IXTRANSLATIGN L Y -3 | R |

——

All trenslations of docvuonts " I A

: G pn Lxlyl UM e )
containing Untied Stutes class- o ‘-.rl' Y S I Sl 2zl
ified military informction shall .« 1ttt G5 L i,
be made by cleurad persamél‘by.or_,_;___.,__,;_lﬁ, ;__-_Jﬂlt_l;.dl :_;l_-u FL
upon approval ef the Ministry of » L_ddodua alidl, Ly, -t
Defenco, The nuiber of coples snd  fepiedtabotbileba 1,54 Jorzs
the distribution hereof sholl be  A———e——did &l jLoto, Lot

-I-'}-



*, . . Bhall be
conducted - by
(1) Kuwaiti
military
personnel, (2)

Kuwaiti pational

civilians of the
l-‘linIstg; »f De-

ence, (3) such
United States

X.TEST_AND MAINTENANCE -

XI.ACTION 1IN TIIR BYLEXT OF POSSINLE

strictly controllced,Such trons- . i o) b Jos s
lations shall bear appropiate - SOU NI WY PSR SPIC]
security markings ond suitoble L —ali L Ppas | A

notation in the language. of L T LL T YUY
translation indicating that the

documents contains classified

information requiring special

handling vnder these arrengments,

-v-“r"t’a".;';‘“ =i
A1ll. tests and maintenance of i 2 Trnas .
United Stotes classificd material .'L'_ i ;-:l'-:é’j!itj:s‘;: _:::!’
and aquipmentﬁhall be conducted U__-___ —t a5 e s S (V)
by (1 )miditery—porsonnet—of—the ap——sSms gSeal o (1) 33,0
miniodry-of -Dofonco(2)such-United i Ylp bl ¢ty Uy in |
Stetea|military end civilien techni- Laas a1 ot Gl J 25unl
ciens &s-hiove been cleared for such ¢*=——-=—? L}’”’J : Ji“"" 130 Jod
work by the United States Dapartmnt‘?}ﬁ ! '-.." 131“1’31%17‘ "_';:E:’L:;;Y"
,of Defonce.Such tests and msintenance ‘J'.:f:.';?‘yl;l-l u‘it .J:.:‘,ﬂk_l:;jl
uork. shall be conducted only at =iz A ST u’-J.‘ ¢ 2Ll
facilitios,installations,or estebli- U} SN | 3
shments of the Ministry of Defence

or United States controlled facilitsed

or mutually azreed,

ol Jlmt Il G LY )y
COMPROMISE, O XTI IRHT
then & possibility of coupromise J—!L-,",‘ UL 2 Jlest an
exists due to apparent loss or O ST 1) ‘u-’"""-’-'d'gi -";-";‘
misrouting of elessified docunwnts N ‘s?:__ui Lolaii o,
messages,paterial or equipsient, BN 5 | P AT ol L b
the Unitod Stctes Lisison Offfce  G—=ies 20! g ui:,.‘ﬂ.%s.l._:_,u'l
Kuvait(USLCK)shell be inforued c—mJ ‘:-‘-_"-'J '7=‘=Jﬂ‘tu"'“ Ll B os
immediatly ond investijation shall :_’:'-"ﬂ !L"JJL?:JJ -;':5?' ’ "_"K :JL.J!
bo ‘fnitiated by the Ninistry. of t:ﬂ-i'-"‘%"wj-? Jl“‘;-f};"ii
Defence to doetermine the full facts 7 -'cl——-——l-;,r,i.'.:.l:i'f;._'l
in the motter.Resuults of the inves- ¢
tigetion end information regurding

teasures taken to prevent recurrcnce

shall be forwurded by the Ministry

to the USLUK.




XIXI. RVISY CF SECURITY SYSTHMS '3 % [ NG IR TR T

It is recognized that e;‘fcctive ""‘-—"b—““.;:—-—‘h Ao 'l..ll

and prospt iuplementation of the L. .. 2 oSy Laxb '-'v-' Bt 3,550t
foregoing security policies ond o:-_—b!-u" Ly, P‘ LL; sty ,__,,,
practicos coan bo metorially cd- oleclli, et L ,.....l
vanced through visits of sceurity '---- N2 LR FICEIAT IR IEgcas

personnel AGCOrdingly it is cgreed bl Bl Zy La¥l Gl
to cantinue & - thoropghexcliange e by . .....Sl

c——-——-—-hn.
.,,.,...__l B LlJt LYt W

of viows relative to sccurity _____;_,J‘ dag & ..S:.\'I T
policy, stendords; and procedurus - SRRy s o Gt
Further, security working groups H et~ L, o ¢ Ly
of the United States Department LA TORL Y ...uL.., L W

of Defence, after prior consult- oJJ;e iz, .j-a'—'“- i 5—'”3'-"
ation and with the consent of St rmadying il 8,0, s Jem
the Hinistry of Defence of Ul B 1) & X"."L’“"IU“
Kuwait, and at a tiue mutualy K bk ALY
agregdoble betucen the parties

shall be permitted to visit and

roview first hund, the implesonti-

ng procedul'es' of the Kinistry of

Defence, Such action to be under-

taken with a view to achicving

reasonebla cocParability of the

Bocurity systers of the Ministry

of Defence and the Depsrtment of -

Defence .,
Signed at Kuwvait NWASVAN G w22 550 S
Janusry IP ’??[ ,
fi/’% ",
enley Diox. rm———— I ey UM s
COIolmel,U.S Farine Corps - NS Py TANT A

Chief ,U.S. Lioison Gffice, Kuwait
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éhHdment Number One .\Jithe Tech

m&é‘ﬂ gt dsp ) .
§e3urity Arrangement between thel T mm—p-¥"-ly "o et 2P\ L Sum

Kuwait Ministry of Defense and the Py Wh ks 2T U,
United States Department of Defense - T o
signed on 18 January 1977 - Nav L (LS
- - / L] o
Whereas the Ministry of Defense of ol gL, s,
Kuwait and the Department of Defense R PRt s o
(DOD) of the United States are desirous :_“"" -‘:_“"'.-’* t"::'-‘“_al-du
of amending the above mentioned arrange- ) s - 'w.'.f;.n;.,_a_;.u
ment, the parties thereto agree as oo b opho
follows: sk L HaL
v ! - ':-
1. In paragraph III.B., delete the gada vov s L L,
last sentence and substitute the - ’ ISy -
following in lieu thereof: PN T
‘/ L] ! -~
“Entrant_:es to rooms and areas where '_P\@I—;ﬂ, o_/n”d".lw c...-'/_ 3
classified material is stored shall A -t "J'-""'L_'-' é_.’:;;

be controlled by armed guards during _
non-duty hours and by unarmed guards G-_Lp,(bﬂl_,_&out, 3 VA R

i h o" La . = .
Aring duty hours ".(’.rﬂlvh‘—-dw A
2. In paragraph IV.A, delete the -y . 3 R
third sentence and substitute the s ady f- ¢ '/"J‘*""-“"_“ <
following in lieu thereof: sl g g,

"The sealed envelope shall then be ¢~ - .."L;..Iu ’ = g : I
handcarried by authorized courier."” e & -

“and

- .

Signed at Kuwait CarpM I 2 o2
26 June 1977 ‘2"‘:

OR THE UNITED STATES DEPARTMENT . S .
OF DEFENSE: L a2 gL S, Ly s

MV 4/6:!/7_‘ _ %

WILLIAM W. DeWITT
Colonel, U. S. Army
Chief, U. 8. Liaison
Office, Kuwait

Enclosure



