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MEMORANDUM OPINION AND ACTION ON APPEAL
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-------------------------------------------------------------------------
This opinion is issued as an unpublished opinion and, as such, does not serve as precedent.

CONN, Senior Judge:

The government's timely appeal under Article 62, Uniform Code of Military Justice, 10 U.S.C. § 862 [hereinafter UCMJ], is granted. The military judge's decision to suppress thirty-two images of alleged child pornography seized from Private First Class Washington’s (appellee’s) external hard drive is vacated.

Appellee is charged, inter alia, with raping, on divers occasions in May and June 2009, his wife’s seventeen-year-old cousin, in violation of Article 120, UCMJ, and possessing child pornography, in violation of Article 134, UCMJ.
  Appellee’s trial defense counsel moved to suppress evidence of thirty-two video files of child pornography a forensic examiner found during a search of appellee’s computer external hard drive.  Appellee’s counsel raised a motion at arraignment alleging the search exceeded the scope of the magistrate’s authorization and the files seized were not in “plain view.”   

BACKGROUND
In describing events, the alleged victim indicated that, prior to the first charged rape, appellee showed her a camera and software on his laptop computer, explaining he could use them to make pornographic videos of them engaging in sex.  She told investigators this laptop was in the room where each alleged rape occurred.   Investigators found DNA and other evidence corroborating the alleged victim’s account of events, including a laptop computer in the room with its integral camera aimed at the bed.  

Based on this and other information, on 9 September 2009 Army Special Agent (SA) Rae obtained a search authorization from a military magistrate to search appellee’s laptop and attached external hard drive.  The written authorization gave criminal investigators authority to search both items “for the property described as text; documents; pictures; graphics/images; elect[ronic] mail messages; chat room databases; software; video files; peer to peer systems; file sharing; computerized logs; account names; passwords; encryption codes, algorithms and formulae, personal notes, diaries, and other data including deleted files and folders; containing the name or image of [the alleged victim].”
On 10 September 2009 Special Agent Williamson, an Army computer forensic examiner, reviewed the search authorization and requested that the magistrate specifically authorize “whatever data analysis techniques appear necessary to locate and retrieve the evidence described in the Search and Seizure authorization.”  The magistrate agreed and orally authorized the use of forensic techniques to retrieve evidence listed in the written authorization.  Special Agent Williamson obtained the victim’s photograph to facilitate the search.    

During the Article 39(a), UCMJ, hearing on the suppression motion, SA Williamson testified, describing his forensic examination of appellee’s laptop and external hard drive.  He began by using a forensic search application to identify all image and video files.  He explained he did this to locate files that might be hidden or altered in an effort to disguise their nature as image files.  Special Agent Williamson described that he opened each identified file and examined it for images of the alleged victim.  During the course of examining image files, he observed thirty-two video files of what he believed to be child pornography.  Special Agent Williamson “bookmarked” each of these thirty-two files.  He searched through all the image files he identified on appellee’s computer to locate images of the alleged victim, but found none.   In describing how he came to find the child pornography files, he explained, “Well, I wasn’t focusing on the child pornography.  I was actually just focusing on the files related to the subject and the victim.”  Special Agent Williamson acknowledged some of the file names of the pornographic images he discovered were, in his experience, associated with child pornography (e.g., “PTHC,” an acronym for Preteen Hardcore).  However, he explained that association was not the basis for examining the image files he opened.  Special Agent Williamson noted in past analyses “occasions where even if it said PTHC, it would only be adult pornography.  So again, I really don’t focus on file names. I actually validate the contents of the file.”  On cross-examination SA Williamson clarified the file names were not what he noticed:  “I don’t again, I don’t focus on a file name, I don’t even pay attention to that.” 

Special Agent Williamson ran the thirty-two images of child pornography through another digital algorithm program he possessed to determine whether any of the pornographic images were associated with previously identified minors.   Further, he forwarded copies of the thirty-two files of child pornography to the National Center for Missing and Exploited Children (NCMEC) to determine if any individuals in the thirty-two files were identified minors.

A.  Military Judge’s Findings of Fact and Conclusions of Law

In making his findings of fact, the military judge found that the magistrate authorized the search and seizure of appellee’s laptop and external hard drive found at the crime scene.  He further found the magistrate “gave [SA Williamson] broad authority to search for any present or deleted files, documents or videos, pictures or codes that contained the name or image of” the alleged victim. 

In stating his conclusions of law the military judge wrote: 

The government lawfully seized the accused’s hard disk drive and lawfully searched it for evidence of sexual misconduct with [the alleged victim].  They found none. What they found were several images and video clips and a number of file names that strongly evoked the likelihood the hard drive contained child pornography.  The discovery of those images and file names easily established probable cause.  [Special Agent] Williamson suspected a number of files were contraband unrelated to [the victim] and to confirm his suspicion he effectively sent them to NCMEC.  
The act of further investigating the questioned files was a search, that the act was unrelated to [the victim] made it a warrantless search.

The military judge further stated that:

The plain view exception does not apply.  The Supreme Court has held that opening and screening films in a [misdelivered] box containing clearly marked pornographic contraband was a warrantless search, even after a private party had opened the box and examined its contents.  [Walter v. United States], 447 U.S 649, 653-660 (1980).  Here, the cursory examination made by SA Williamson to examine the hundreds of files for evidence of [the victim] was supplemented by subsequent examination of the files he suspected of being child pornography so as to confirm that they were actual or known images of child pornography. 

B.  Standard of Review

“We will reverse for an abuse of discretion if the military judge’s findings of fact are clearly erroneous or if his decision is influenced by an erroneous view of the law.”  United States v. Owens,

HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=509&FindType=Y&ReferencePositionType=S&SerialNum=1999186955&ReferencePosition=209"
 51 M.J. 204, 209 (C.A.A.F. 1999). “[A] military judge abuses his discretion if his findings of fact are clearly erroneous or his conclusions of law are incorrect.”  United States v. Rodriguez, 60 M.J. 239, 246 (C.A.A.F. 2004) (citing United States v. Ayala, 43 M.J. 296, 298 (C.A.A.F. 1995)).  Moreover, we are “bound by the military judge’s factual determinations unless they are unsupported by the record or clearly erroneous.”  United States v. Gore, 60 M.J. 178, 185 (C.A.A.F. 2004). When deciding an appeal under Article 62, we “may act only with respect to matters of law.”  United States v. Cossio, 64 M.J. 254, 256 (C.A.A.F. 2007) (quoting Article 62, UCMJ).  Questions of law are reviewed de novo.  United States v. Rittenhouse, 62 M.J. 509, 511 (Army Ct. Crim. App. 2005) (citing United States v. Kosek,
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 41 M.J. 60, 63 (C.M.A. 1994)).
C.  Plain View

Law enforcement officials conducting a lawful search may seize items in plain view if “[the officials] are acting within the scope of their authority, and . . . they have probable cause to believe the item is contraband or evidence of a crime.”  United States v. Fogg,
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 52 M.J. 144, 149 (C.A.A.F. 1999).  See also United States v. McMahon, 58 M.J. 362 (C.A.A.F. 2003); Military Rule of Evidence 316(d)(4)(C).
  We agree with the government that the appropriate method to analyze “plain view” is set forth in Horton v. California, 496 U.S. 128, 136-37 (1990).  Horton establishes that, for the plain view exception to apply, three statements about the conduct of the searching official must be true.  First, “the officer did not violate the Fourth Amendment in arriving at the place from which the evidence could be plainly viewed.”  Second, the item’s incriminating character must be “immediately apparent” (citing Coolidge v. New Hampshire,
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 403 U.S. 443 (1971) and Arizona v. Hicks,
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 480 U.S. 321, 326-27 (1987)).  Third, “the officer must also have a lawful right of access to the object itself.”
  Id.

D.  Analysis

Reviewing the military judge’s conclusion of law de novo, we find his determination that “[t]he plain view exception does not apply” constitutes an erroneous view of the law.  As the military judge’s findings of fact reflect, SA Williamson searched appellant’s computer and hard drive pursuant to a lawful military magistrate’s search authorization.  Special Agent Williamson’s testimony makes clear it was “immediately apparent” to him the video image files he opened and bookmarked were “suspected child pornography.”  This is likewise reflected in the military judge’s conclusion that SA Williamson’s discovery of the images “easily established probable cause.”  Finally, the search authorization itself gave SA Williamson a lawful right to open these image files in the course of his search for images of the alleged rape victim.  Under the facts, the plain view exception clearly applies.
   

We find the military judge’s reliance on Walter v. United States, 447 U.S. 649, 653-60 (1980) as support for his legal conclusion that plain view does not apply is erroneous.  In Walter, a package of apparently pornographic films was misdelivered and, based on suspicion it contained pornography, was turned over to the FBI.  In that plurality decision, the Supreme Court found FBI agents could not rely on “plain view” established by Coolidge to justify viewing the films without a warrant, consent from the addressee, or other lawful authority.  Id.  The holding of Walter is clearly predicated on the absence of a lawful authority to search, specifically a warrant.  Id. at 654-55.  The facts of appellee’s case are obviously distinct in that SA Williamson had a lawful search authorization permitting him to view image files from appellant’s computer hard drive.  Moreover, while the facts of Walter would not support plain view as analyzed under Horton, the facts of appellee’s case clearly do.  

In his brief, appellee urges us to adopt the holding of United States v. Osorio, 66 M.J. 632 (A.F.C.C. A. 2008).  In Osorio, a federal magistrate authorized the search of computer files for photos related to a specific date.  In making a “mirror image” of files, a technician unfamiliar with (and therefore not acting pursuant to) the terms of the warrant began opening and examining “thumbnail” files because she suspected them to contain child pornography.  In considering the Osorio opinion, we find that court’s specific holding to be that the technician “exceeded the scope of the search warrant” for two clearly established reasons.  First, while capable of doing so, she did not search as required by the warrant for files within the specific date.  Second, she specifically searched for child pornography rather than the evidence specified in the warrant.  Id. at 66 M.J. 636.
  
We note Osorio cites as “persuasive” United States v. Walser, 275 F.3d 981 (10th Cir. 2001), and United States v. Carey, 172 F.3d 1268 (10th Cir 1999).  See Osorio, 66 M.J. at 636-37.  These cases reflect the 10th Circuit’s exceptionally restrictive application of “plain view” in the unique context of computer searches.  This precedent, to the extent applicable, in our view amounts to an admonition to magistrates to narrowly prescribe–and executing officers to closely follow–warrants involving computer searches.  As the Walser court states:   
The underlying premise in Carey is that officers conducting searches (and the magistrates issuing warrants for those searches) cannot simply conduct a sweeping, comprehensive search of a computer’s hard drive. Because computers can hold so much information touching on many different areas of a person’s life, there is a greater potential for the “intermingling” of documents and a consequent invasion of privacy when police execute a search for evidence on a computer. Thus, when officers come across relevant computer files intermingled with irrelevant computer files, they “may seal or hold” the computer pending “approval by a magistrate of the conditions and limitations on a further search” of the computer. (citing Carey).  Officers must be clear as to what it is they are seeking on the computer and conduct the search in a way that avoids searching files of types not identified in the warrant. Walser, 172 F.3d at 986 (citations omitted).    
This very restrictive view unique to computer searches has been limited significantly by other courts. United States v. Burgess, 576 F.3d 1078, 1088 (10th Cir. 2009).  See also United States v. Williams, 592 F.3d  at 518 (criticizing broad interpretation of Carey).  Moreover, we find Walser would not invalidate the search in appellee’s case.  Here, the military judge specifically concluded as a matter of law the magistrate’s search authorization was legal, and therefore not overbroad.
  See United States v. Conklin, 63 M.J. 333 (C.A.A.F. 2006).  That conclusion is not clearly erroneous.  Moreover, the military judge did not cite to or apparently rely on the Walser standard in arriving at his conclusions of law.  Reviewing the facts of appellee’s case in light of Walser, we find SA Williamson was in fact, clear as to what he was searching for (images of the alleged victim), and he conducted his search in a way to avoid types of files not identified in the warrant (by segregating only image files). Not only under the plain view doctrine, but also the more restrictive Walser standard, there was no requirement for an additional warrant, since SA Williamson’s search was for images of the alleged rape victim, not of child pornography.  Therefore, the plain view exception does apply to the seizure of child pornography images from appellee’s external hard drive.
E.  Separate Search Issue

The military judge concluded as a matter of law that SA Williamson’s further analysis of the child pornography he discovered in his search for images of the alleged victim amounted to a warrantless search.  We find this clearly erroneous both as a matter of law and fact.  

In describing his search, SA Williamson explained he understood the scope of his search as authorized by the magistrate to be for images of the alleged seventeen-year-old victim.  Of necessity, this required SA Williamson to open and look at each image file to compare the found images with a provided photo of the alleged victim.  Based on this, the military judge concluded SA Williamson’s discovery of child pornography images during the course of this search clearly established probable cause to believe that appellee’s computer contained child pornography.  However, the military judge erroneously concluded as a matter of law that comparing the discovered child pornography image files using an algorithm program and sending those files to NCMEC to see whether they contained identifiable minors constituted a distinct search requiring a new warrant. 

We agree that would be true if the images SA Williamson found had not been “immediately apparent” child pornography.  However, the “immediately apparent” nature of the images was clear.
  In the context of plain view, that is equivalent to probable cause. McMahon, 58 M.J. at 367.  Probable cause requires more than a bare suspicion, but something less than a preponderance of the evidence.  United States v. Cowgill, 68 M.J. 38, 393 (C.A.A.F. 2010). The immediately apparent nature of the evidence here was supported both by SA Williamson’s testimony and the judge’s conclusion that the images themselves amounted to probable cause that appellee’s computer contained child pornography.  

The record does not suggest the images SA Williamson bookmarked during his search were other than minors.  It is clear SA Williamson’s concern was that the images involved “actual minors” based on the requirements of Free Speech Coalition v. Ashcroft, 535 U.S. 234, 254-258 (2002) for child pornography offenses charged under 18 § U.S. C. 2252A.  However, while perhaps a routine investigatory practice, it was not a requirement here in order to establish the images were “readily apparent” evidence of a crime.  That is because images alone, without other corroboration, can be sufficient evidence to show involvement of actual minors under 18 U.S.C.§ 2252A.  United States v. Wolford, 62 M.J. 418 (C.A.A.F. 2006).  Further, under clauses (1) and (2) of Article 134, UCMJ (as also charged in appellee’s case), proof that actual minors were in fact involved is not required. United States v. Cendejas, 62 M.J. 334 (C.A.A.F. 2006).   

Likewise, we agree with the government there is no precedent to suggest subsequent analysis or testing of evidence invalidates its prior lawful seizure.  See  e.g., United States v. Muhammad, 604 F.3d 1022, 1028 (8th Cir. 2010) (Comparison of serial numbers of cash obviously related to robbery found in robbery suspect’s wallet incident to apprehension did not require a separate warrant).  See also United States v. Hodges, 27 M.J. 754, 756 (A.F.C.M.R. 1988) (Field test of suspected cocaine a package delivery company provided to police “was not a search but a routine examination” of a lawfully obtained piece of evidence.)  “It is absurd to suggest an object could be lawfully seized and taken from a premises, but could not be moved for closer examination.”  Hicks, 480 U.S. at 326.  
CONCLUSION

Based upon our review of the record, the appeal of the United States (pursuant to Article 62 of the Uniform Code of Military Justice, 10 U.S.C. §662) is granted.  The military judge’s rulings suppressing the thirty-two images of child pornography is vacated.  We hold the military judge erred in applying the law regarding plain view.  The appellee’s court-martial may proceed to trial in accordance with Rule for Courts-Martial 908(c)(3).

Judge HOFFMAN and Judge GIFFORD concur.
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MALCOLM H. SQUIRES, JR.







Clerk of Court

� Appellee is charged under clauses (1) and (2) of Article 134, UCMJ, as well as the assimilated federal offense under 18 U.S.C. §2252A under clause (3).


�  MRE 316(d)(4)(c) states:  Property or evidence . . . may be seized for use in evidence . . . if:  Plain view.  The person while in the course of otherwise lawful activity observes in a reasonable fashion property or evidence that the person has probable cause to seize.





� This third prong is not redundant with the first prong.  As the case citations accompanying this “lawful right of access” prong of the “plain view” test in Horton make clear, this prong means the officer must have the right to access the location where the evidence in plain view is found.  See Horton, 496 U.S 128, 137 n.7.  For example, in �HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&ReferencePositionType=S&SerialNum=1971127106&ReferencePosition=2039"��Coolidge,��HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=708&FindType=Y&ReferencePositionType=S&SerialNum=1971127106&ReferencePosition=2039"�� 403 U.S. at 468, � officers’ lawful presence at a house when effecting an arrest did not provide a “lawful right of access” to evidence in plain view inside a car parked in the driveway, absent a warrant, consent, or other recognized legal basis permitting access.  The “lawful right of access” prong does not require a separate legal authorization to seize evidence unrelated to the granted warrant, provided the warrant or other legal authorization otherwise grant lawful access to the evidence.





� On nearly identical facts, this is precisely the conclusion of the Fourth Circuit in United States v. Williams, 592 F. 3d 511 (4th Cir. 2010), cert. denied, 131 S.Ct. 595 (2010).  In Williams, officers sought a subsequent federal warrant after viewing thumbnails of child pornography, the court did not find the second warrant necessary under plain view.  Id. at 516, n.2.  See also United States v. Mann, 592 F. 3d 779 (7th Cir. 2010) (images of child pornography not mentioned in warrant found during course of search for specified images admissible under plain view). 





� In Osorio, the court begins its discussion of the plain view doctrine by indicating appellant in that case asserted plain view could be applied even if the court “found the search invalid.”  See Osorio, 66 M.J. at 637.  However, when the Osorio court found the technician was not searching pursuant to the scope of the federal 





(continued . . .)


magistrate’s warrant, plain view could not apply.  That is because an invalid search constitutes a violation of the first requirement of the Horton test (“the officer did not violate the Fourth Amendment in arriving at the place from which the evidence could be plainly viewed”). 





� We recognize the magistrate could have made the search authorization more 





(continued . . .)


restrictive, for example limiting it to files ostensibly created within the date range that the alleged victim indicated the rapes occurred, as the federal magistrate did in Osorio.  We view this as a prudential matter within the discretion of the magistrate, which does not render the scope of the search the magistrate authorized overbroad as a matter of law, given the latitude and deference accorded to magistrates.  United States v. Clayton, 68 M.J. 419, 423 (C.A.A.F. 2010). This was also the apparent and not clearly erroneous conclusion of the military judge, who found the authorization to be legal.  


�  To the extent the military judge’s findings may infer SA Williamson did not have probable cause to believe that the images he seized constituted clear evidence of a crime, absent subjecting them to the algorithm program or submitting it to NCMIC, any such implicit finding of fact would be clearly unsupported by the record.  The facts here are clearly in contrast to cases where an additional search outside that already authorized by law was required to establish the object is clear evidence of a crime, such as where the police officer lawfully present in a suspect’s home moved a stereo component to observe its serial number in order to confirm it was stolen.  See Arizona v. Hicks, 480 U.S. 321 (1987).  Special Agent Williamson’s probable cause was clear before he further examined the thirty-two images of child pornography.  Probable cause of the image files’ criminal nature preceded rather than followed their further examination.   
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