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HOLDEN, Judge:

A military judge sitting as a general court-martial convicted appellant, pursuant to his pleas, of violating a lawful general regulation on divers occasions, obstructing justice, and multiple knowing and unlawful violations of the Child Pornography Prevention Act of 1996 (CPPA), 18 U.S.C. § 2251, et seq., for shipping or transporting child pornography in interstate and foreign commerce,
 and wrongfully possessing child pornography on divers occasions (two specifications),
 in violation of Articles 92 and 134, Uniform Code of Military Justice, 10 U.S.C. §§ 892 and 934 [hereinafter UCMJ].   The government charged appellant with the violations of the CPPA as noncapital offenses under clause 3 of Article 134, UCMJ.  The military judge sentenced appellant to a dishonorable discharge, confinement for twenty-four months, forfeiture of all pay and allowances, and reduction to Private E1.  Contrary to his staff judge advocate’s advice to approve the adjudged sentence, the convening authority granted appellant’s Rule for Courts-Martial 1105 clemency request,
 and approved only so much of the sentence as provides for a bad-conduct discharge, confinement for twenty months, forfeiture of all pay and allowances, and reduction to Private E1.
  This case is before the court for review pursuant to Article 66(c), UCMJ.
Appellate defense counsel assert, inter alia, the CPPA does not have extraterritorial application, and therefore, does not extend to appellant’s conduct regarding child pornography committed in Germany and at Naval Base Guantanamo Bay, Cuba (GTMO).  The defense argues appellant’s pleas of guilty to the CPPA-based offenses in those locations are improvident because the CPPA does not apply to conduct committed entirely outside the United States.  On this basis, the defense requests that we set aside and dismiss the findings of guilty of possession of child pornography in Germany and at GTMO (Specifications 2 and 3 of Charge II).

We agree with appellate defense counsel that the CPPA does not apply to appellant’s misconduct committed exclusively in Germany and will discuss, but need not determine, whether the CPPA applies at GTMO in the resolution of this case.  We decline to grant the requested relief because we find appellant’s guilty pleas to possessing child pornography (Specifications 2 and 3 of Charge II) provident to lesser-included offenses under clause 2 of Article 134, UCMJ.  We will, therefore, amend Specifications 2 and 3 of Charge II to reflect wrongful possession of child pornography as general disorders under Article 134.
Facts
Appellant was a credentialed Special Agent of the United States Army Criminal Investigation Command (CID) with a recognized expertise in computer technology and more than ten years of military service.  The CID is the Army’s primary criminal investigative agency with worldwide responsibility for felony and sensitive case investigations in which the Army has an interest.
Appellant’s child pornography offenses were first discovered while he was deployed to GTMO in the spring of 2002 as part of a criminal investigative task force, but had begun nearly two years earlier during a prior duty assignment as a CID agent in Germany.  During the course of that tour of duty, appellant resided in Bachelor Enlisted Quarters (BEQ) on a United States military installation in the German town of Kitzingen.  He downloaded child pornography in the BEQ using electrical power and telephone connections provided by the United States government and computer internet services provided by a German company for which he paid privately.  Appellant also paid privately for subscriptions to various internet websites that provided images and videos of child pornography, adult pornography, and bestiality.  Appellant stored the child pornography on the hard drive of a computer he owned and copied it to another privately-owned hard drive and several compact disks.  After receiving routine permanent change of station (PCS) orders to return to the United States for a new duty assignment, appellant removed one of the hard drives containing child pornography and destroyed it by smashing it with a hammer.  He also destroyed the child pornography compact disks by breaking them in half.  Appellant threw the unusable hard drive and disks into a trash dumpster.  However, appellant elected to keep the remaining hard drive containing child pornography.  He removed it from its computer housing, put it in a box with other belongings, and shipped it with his household goods at government expense to his apartment in Iowa.  Appellant moved into his Iowa apartment and lived there for approximately one month before deploying to GTMO.

Appellant arrived at GTMO with a United States government-issued laptop computer and connected it to a United States government computer network used for conducting official business.  He requested and received an individual Internet Protocol (IP) address to access the network.  After appellant acquired access to the network, he downloaded an unauthorized file-sharing program which enabled him to download child pornography onto the laptop’s hard drive.
At United States Southern Command in Miami, Florida, the Computer Incident Response Team (CIRT) conducts routine monitoring of computer networks to ensure network security and compliance with government computer-use policies.  In March 2002, the CIRT noticed that a computer with a GTMO IP address had been repeatedly accessing child pornography websites.
  The CIRT then notified the GTMO system administrator that someone at the naval base was accessing child pornography websites.  The systems administrator linked the IP address to appellant and notified law enforcement agents at the base.  Once appellant realized law enforcement agents were investigating his unauthorized computer activity, he destroyed the child pornography files on the laptop computer using a lengthy, deliberate process that took hours to complete and made the files extremely difficult, if not impossible, to recover.
Based on his background as a CID agent, appellant knew the investigation would probably expand to include a search of other computers he owned.  On this basis, appellant telephoned his brother in Wisconsin and asked him to drive to appellant’s apartment in Iowa and remove a box of belongings.  The computer hard drive containing child pornography was in that box.  To conceal that he was asking his brother to make the trip solely to remove the one box containing child pornography, appellant also told his brother to remove other specified belongings from the apartment.  Appellant’s brother performed the favor unaware he was removing child pornography from appellant’s apartment and impeding an investigation.  Military investigators eventually recovered the hard drive containing child pornography and analyzed its contents.  Appellant subsequently confessed to the criminal conduct to which he pled guilty.
Appellant’s convictions are based upon, inter alia, three violations of the CPPA.  Specification 1 of Charge II alleges appellant wrongfully transported a computer hard drive containing child pornography in interstate and foreign commerce while stationed in Germany.  Though the specification alleges Germany as the situs of the offense, it omits alleging the United States as the shipment terminus.  Specification 2 of Charge II alleges Germany and Iowa as locations where appellant wrongfully possessed child pornography contained on the transported hard drive.
  Specification 3 of Charge II alleges wrongful possession of downloaded child pornography at GTMO.

In addition to language alleging CPPA violations under clause 3 of Article 134, UCMJ, in the specifications at issue in Charge II, the government also expressly alleged in each CPPA specification that appellant’s “conduct was prejudicial to good order and discipline or of a nature to bring discredit upon the armed forces.”
During the providence inquiry, the military judge explained to appellant the elements of the charged offenses, defined “conduct prejudicial to good order and discipline” and “service discrediting conduct,” and discussed with appellant why he thought his possession of child pornography was either prejudicial to good order and discipline or service discrediting.  With respect to Specification 2 of Charge II, as amended, appellant told the military judge, “[I]f word was to get out that I had [possessed child pornography,] being a member of the armed forces[,] it would make people view adversely . . . the armed forces.”  The military judge did not specifically discuss with appellant the service-discrediting nature of his conduct in Specification 3 of Charge II; however, viewed in its entirety, the providence inquiry demonstrates appellant understood this separate possession of child pornography was wrongful and service discrediting.  Moreover, in the stipulation of fact (entered into evidence without defense objection), appellant admitted his conduct in violation of the CPPA was prejudicial to good order and discipline and service discrediting.

Law and Discussion
After appellant’s trial and the filing of appellate pleadings, our superior court determined the CPPA does not have extraterritorial application to conduct “engaged in outside the territorial boundaries of the United States when charged under clause 3 of Article 134,” UCMJ.  United States v. Martinelli, 62 M.J. 52, 54 (C.A.A.F. 2005); United States v. Reeves, 62 M.J. 88, 92 (C.A.A.F. 2005); United States v. Hays, 62 M.J. 158, 167 (C.A.A.F. 2005).

Considering the Martinelli extraterritorial issues in the specifications of Charge II seriatim, the evidence supports an amended finding in Specification 1 of Charge II adding “Davenport, Iowa” as the terminus of the unlawful shipment and transportation of child pornography in violation of the CPPA.  We find appellant’s shipment of a computer hard drive containing child pornography with his PCS household goods from Germany to Iowa constituted an offense “that continued into the United States and therefore provides for a domestic application of the CPPA.”  Martinelli, 62 M.J. at 64.  On this basis, we conclude appellant’s guilty plea is provident to Specification 1 of Charge II.

We next consider Specification 2 of Charge II, which merged alleged CPPA possession violations in Germany and Iowa.  Based on the Martinelli decision, we find “a substantial basis in law and fact for viewing [appellant’s] guilty plea to [Specification 2 of Charge II] for conduct occurring in Germany as improvident.”  Martinelli, 62 M.J. at 62; see United States v. Jordan, 57 M.J. 236, 238 (C.A.A.F. 2002) (stating the standard for rejecting a guilty plea).

We could apply the most simplistic solution and moot the jurisdictional issue by setting aside that portion of the finding of guilty regarding CPPA offenses in Germany as improvident, affirm the remainder of the finding which alleges a domestic CPPA violation of unlawful possession of child pornography in Iowa, and reassess the sentence; the record contains ample evidence to find that appellant committed the CPPA violation as alleged within the United States.  Such an approach, while unquestionably tidy, would ostensibly absolve appellant of criminal liability for the child pornography possession offenses he committed in Germany and is neither necessary nor appropriate in this case.

Our conclusion that a portion of appellant’s guilty plea to Specification 2 of Charge II is improvident does not end our analysis.  In Martinelli, and in the numerous decisions that have flowed from our superior court and our own regarding guilty pleas in extraterritorial CPPA cases, a body of law has developed that clearly permits upholding such pleas as provident to lesser-included Article 134 offenses provided three requirements are met.  First, the military judge must properly advise the accused of the additional element that his conduct must have also been prejudicial to good order and discipline (clause 1, Article 134) or service discrediting (clause 2, Article 134).  Second, the military judge must correctly define the terms “conduct prejudicial to good order and discipline” and “conduct of a nature to bring discredit upon the armed forces” for the accused.  Third, the accused must provide information to the court admitting one or both of those aspects with responses that are more than perfunctory agreements with statements made by the military judge.  See United States v. Robinshaw, ARMY 20030527, slip op. at 3-6 (Army Ct. Crim. App. 31 May 2006) (unpub.) (affirming a conviction for conduct prejudicial to good order and discipline under clause 1 of Article 134);
 United States v. Mason, 60 M.J. 15 (C.A.A.F. 2004); United States v. O’Connor, 58 M.J. 450 (C.A.A.F. 2003); United States v. Monette, 63 M.J. 246 (C.A.A.F. 2006) (summary disposition).

We are satisfied that appellant’s descriptions of the service discrediting nature of his conduct during the providence inquiry are a sufficient factual predicate to affirm the findings of guilty in Specifications 2 and 3 of Charge II as violations of clause 2 of Article 134, UCMJ.  We hold that the record conspicuously reflects that appellant “‘clearly understood the nature of the prohibited conduct’ as being a violation of . . . clause 2, Article 134, apart from how it may or may not have met the elements of the separate criminal statute underlying the clause 3 charge.”  Martinelli, 62 M.J. at 67 (quoting O’Connor, 58 M.J. at 455); see, e.g., United States v. Roderick, 62 M.J. 425, 428-29 (C.A.A.F. 2006) (affirming CPPA-based clause 3 conviction for receiving child pornography as a lesser-included offense under clause 2 based on appellant’s understanding of service-discrediting nature of his misconduct).  We find inclusion and discussion of language in the specification alleging that the offenses were prejudicial to good order and discipline or service discrediting make an especially compelling case for upholding the pleas to the lesser included offenses.  As we noted in Robinshaw, our finding that there is ample evidence to conclude that appellant’s conduct was service discrediting precludes any need for us to determine whether the use of government resources to download, possess, and transport child pornography depicting real child victims—regardless of location—is “an act of moral turpitude . . . inherently prejudicial or service-discrediting.” 
  United States v. Brisbane, 63 M.J. 106, 117 n.11 (C.A.A.F. 2006) (emphasis added).

Regarding Specification 3 of Charge II, the issue of whether CPPA applies to appellant’s possession of child pornography at GTMO presents novel questions regarding application of domestic law to areas outside our defined borders.  As the Supreme Court noted in Rasul v. Bush, GTMO is “territory over which the United States exercises plenary and exclusive jurisdiction, but not ‘ultimate sovereignty.’”  542 U.S. 466, 475 (2004).
  While it is clear that Rasul applies the federal habeas corpus statute to foreign persons detained at GTMO, it is unclear whether such reasoning would permit application of federal criminal statutes at GTMO to members of the armed forces when those statutes do not expressly permit such application by their terms.

Based on the facts in this case that clearly support sustaining appellant’s guilty plea to Specification 3 of Charge II as a service discrediting offense under Article 134, UCMJ, we need not resolve the issue of whether GTMO is “extraterritorial” so as to preclude application of the CPPA under Martinelli.  Weighing the alternatives of affirming appellant’s plea to service discrediting possession of child pornography at GTMO as a lesser-included offense under Article 134 or affirming the violation of the CPPA statute as charged, we elect the former on the strength of these facts.
Conclusion

We will conform the findings to the evidence adduced during the plea inquiry.  Accordingly, Specification 1 of Charge II is amended as follows:

In that Staff Sergeant Michael J. Wenek, U.S. Army, did, at or near Kitzingen, Germany, on or about November 2001, wrongfully and knowingly transport in foreign and interstate commerce to Davenport, Iowa, a computer hard drive that contained sexually explicit images of a minor, in violation of Title 18, United States Code, Section 2252A(a)(1), which conduct was of a nature to bring discredit upon the armed forces in violation of Article 134, UCMJ.

Specification 2 of Charge II is amended as follows:

In that Staff Sergeant Michael J. Wenek, U.S. Army, did, at or near Kitzingen, Germany, in a building owned by, leased to, or otherwise used by or under the control of the United States Government, on divers occasions between on or about 1 September 2000 and on or about 31 November 2001, and at or near Davenport, Iowa, between on or about October 2001 and on or about 18 April 2002, wrongfully and knowingly possess sexually explicit images of a minor that had been transported in interstate or foreign commerce by computer, which conduct was of a nature to bring discredit upon the armed forces in violation of Article 134, UCMJ.

Specification 3 of Charge II is amended as follows:

In that Staff Sergeant Michael J. Wenek, U.S. Army, did, at or near the Criminal Investigation Task Force Command Post, Naval Base Guantanamo Bay, Cuba, in a building owned by, leased to, or otherwise used by or under the control of the United States Government, on divers occasions between on or about 24 March 2002 and 1 April 2002, wrongfully and knowingly possess material that contained sexually explicit images of a minor that had been transported in interstate or foreign commerce by computer, which conduct was of a nature to bring discredit upon the armed forces in violation of Article 134, UCMJ.

The findings of guilty to Specifications 1, 2, and 3 of Charge II, as amended, are affirmed.  The remaining findings of guilty are affirmed.  We have considered the remaining assignments of error and those matters personally raised by appellant pursuant to United States v. Grostefon, 12 M.J. 431 (C.M.A. 1982), and find them to be without merit.  Reassessing the sentence on the basis of the errors noted, the entire record, and applying the principles of United States v. Sales, 22 M.J. 305 (C.M.A. 1986), the court affirms the sentence.

Senior Judge MAHER and Judge SULLIVAN concur.







FOR THE COURT:
MALCOLM H. SQUIRES, JR.







Clerk of Court
� 18 U.S.C. § 2252A(a)(1).





� 18 U.S.C. § 2252A(a)(5)(A).


� Appellant requested the convening authority disapprove the dishonorable discharge and confinement exceeding twenty months.





� A pretrial agreement limited approved confinement to twenty-four months.


� Such activity violates Dep’t of Def. Reg. 5500.7-R, Joint Ethics Regulation (JER), para. 2-301a. (Aug. 1993) (C2, 25 Mar. 1996).


� In response to a defense motion to dismiss Specifications 2 and 4 of Charge II as an unreasonable multiplication of charges, the military judge granted partial relief.  He merged the Iowa-based possession offense (Specification 4) with the Germany-based possession offense (Specification 2), and dismissed Specification 4 with prejudice.


� Additionally, the military judge discussed with appellant why he thought transporting child pornography was service discrediting.  Appellant agreed with the military judge that “[p]eople would think less of the Army if they knew that we had our soldiers transporting child pornography from one country to the United States.”  Therefore, absent a domestic application of the CPPA, we could find appellant’s guilty plea provident to a lesser-included general disorder under clause 2 of Article 134, UCMJ.


� Robinshaw involved possession of child pornography depicting actual children that was kept in a barracks room appellant shared with another soldier.  The roommate eventually discovered and reported the child pornography.  We held that the prejudice to good order and discipline element was properly defined by the military judge, admitted to by appellant, and satisfactorily discussed during the providence inquiry.  We further found that appellant’s conduct was prejudicial to good order and discipline based on the facts in that case.


� At least in guilty plea cases with real child victims, the developing body of law issued by our superior court appears to answer that question in the affirmative.





�  The Supreme Court further noted:





The United States occupies the Base . . . pursuant to a 1903 Lease Agreement executed with the newly independent Republic of Cuba in the aftermath of the Spanish-American War.  Under the Agreement, “the United States recognizes the continuance of the ultimate sovereignty of the Republic of Cuba over the [leased areas],” while “the Republic of Cuba consents that during the period of the occupation by the United States . . . the United States shall exercise complete jurisdiction and control over and within said areas.”  In 1934, the parties entered into a treaty providing that, absent an agreement to modify or abrogate the lease, the lease would remain in effect “[s]o long as the United States of America shall not abandon the . . . naval station of Guantanamo.”





Id. at 471 (alterations in original) (internal footnote omitted).





�  There are different legal interests at stake.  The Rasul court steadfastly defended what it found to be a deeply historically-rooted principle permitting challenges to detention through writs of habeas corpus.  The court held:  “Whatever traction the presumption against extraterritoriality might have in other contexts, it certainly has no application to the operation of the habeas statute with respect to persons detained within ‘the territorial jurisdiction’ of the United States.” Id. at 480 (citing Foley Bros., Inc. v. Filardo, 336 U.S. 281, 285 (1949)).
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