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SULLIVAN, Judge:

A general court-martial composed of officer and enlisted members convicted appellant, contrary to his pleas, of making a false official statement, knowingly and wrongfully causing child pornography to be transported in interstate commerce, and knowingly and wrongfully possessing child pornography in violation of Articles 107 and 134, Uniform Code of Military Justice, 10 U.S.C. §§ 907 and 934 [hereinafter UCMJ].  The court-martial sentenced appellant to a dishonorable discharge, confinement for three years, forfeiture of all pay and allowances, and reduction to the grade of Private E-1.  The convening authority approved only thirty months confinement and approved the remainder of the sentence.  The case is submitted to us for review under Article 66, UCMJ. 

Appellant asserts, inter alia, that the evidence is factually and legally insufficient to support the finding of guilty as to transporting child pornography in interstate commerce (Charge I, Specification 1).  Although the government concedes appellant’s assertion, we decline to accept that concession and find the evidence legally and factually sufficient.

DISCUSSION
Appellant was charged with “knowingly and wrongfully caus[ing] to be transported in interstate commerce child pornography by uploading pictures of child pornography to a shared internet file named ‘KAZAA’ in violation of 18 U.S.C. 2252A(a)(1).”  Appellant used a file-sharing program called KaZaA
 to locate and download child pornography to his personal computer.  A search of his computer revealed almost 600 images and videos of suspected child pornography.
  The basis for appellant’s assertion and the government’s concession is the testimony by both government and defense experts that the settings on appellant’s computer would not allow for uploads.  Further, examinations of the activity on appellant’s computer showed no uploading.
  Thus, the defense position is essentially that, since appellant did not either use or allow his computer to be used for uploading child pornography, he cannot be found guilty.  That position ignores the following exchange between government counsel and the government expert, a Computer Forensic Examiner from the Department of Defense Computer Forensic Laboratory:  

TC:  Now, on KaZaA when a user conducts a search on KaZaA or if you download a file from KaZaA, what happens on the computer that you’re downloading from, on the actual user that you’re trying to share from?  What happens on that computer?

Wit:  So if I was downloading a file from my computer – from someone else’s computer, what happens on the other person’s computer?

TC:  On the other person’s computer if you seek to access a file on the other computer?

Wit:  It causes an upload to occur on the other person’s computer.

TC:  Okay, and is that – does that person have to specifically do anything to cause that upload?

Wit:  No.  Everything is done prior in his settings.

TC:  So by virtue of the software you can cause the uploading something on another individual’s computer?

Wit:  On your computer.

TC:  On your computer?

Wit:  Yes, on your computer.  

(R. at 641-642).

The government expert explained that KaZaA is an interface for a peer-to-peer network and purely a file share.  He gave as an example an interrupted file exchange where the “other end” has logged off and is no longer available.  The file transfer stops until KaZaA “sees” the other computer come back up, at which point the transfer will begin again.  “To download an item from another computer’s shared folder, a Kazaa user simply double clicks on that file, and it is then transferred to the shared folder on the recipient user’s computer.”  United States v. Schaefer, 472  F. 3d 1219, 1222 (10th Cir. 2007) (discussing the process for peer-to-peer sharing of child pornography) (emphasis added).  In simple terms, there is no central “library” of data; a download at one computer using KaZaA necessarily entails an upload at the computer at the other end.
  

Significantly, the military judge specifically instructed the panel on variance with respect to “uploading” as the charged means of transportation:  “[i]f you have any doubt that the alleged material was transported by uploading, you may still reach a finding of guilty so long as the elements of the offense are proved beyond a reasonable doubt, but you must modify the specification to correctly reflect your findings.”  In light of the long-established rule that panel members are presumed to follow instructions absent evidence to the contrary, United States v. Jenkins, 54 M.J. 12, 20 (C.A.A.F. 2000), United States v. Ricketts, 1 M.J. 78, 82 (C.M.A. 1975), we conclude that the panel members found, as do we, that appellant’s method of acquiring child pornography through use of peer-to-peer file sharing constituted transportation by uploading.  Accordingly, we find the evidence in this case both legally and factually sufficient and are convinced of his guilt beyond a reasonable doubt.  United States v. Turner, 25 M.J. 324 (C.M.A. 1987); United States v. Washington, 57 M.J. 394 (C.A.A.F. 2002).

CONCLUSION
On consideration of the entire record, including the other assigned errors and the issues personally specified by the appellant, we hold the findings of guilty and the sentence as approved by the convening authority correct in law and fact.  
Accordingly, those findings of guilty and the sentence are affirmed.

Senior Judge MAHER and Judge HOLDEN concur.

FOR THE COURT:







MALCOLM H. SQUIRES, JR.







Clerk of Court
� KaZaA is a peer-to-peer file sharing program, which allows “individual users to connect to each other directly, without need for a central point of management.”  � HYPERLINK "http://www.kazaaa.com/us/help/new_p2p.htm" ��http://www.kazaaa.com/us/help/new_p2p.htm�, last visited 25 April 2007.  Kazaa has now become the usual spelling for the peer-to-peer file application, formerly spelled with capitals as KaZaA.  See Wikipedia entry, � HYPERLINK "http://en.wikipedia.org/wiki/Kazaa" ��http://en.wikipedia.org/wiki/Kazaa�, last visited 26 April 2007.





� The defense stipulated that numerous images were child pornography and the government presented evidence confirming that the images were child pornography involving real child victims and not “virtual” children.





� The defense expert explained terms thusly:  “‘Downloading’ is brin[g]ing something to you; and ‘uploading’, in this situation would be is if you had an open portal where you’re allowing somebody to take away from you, or you’re physically going out and sending something out.”


� Indeed, as the government expert testified, it is this massive proliferation of sources and the difficulty of tracing sources which makes tools like KaZaA and other peer-to-peer networks attractive as havens for child pornography.  
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