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MEMORANDUM OPINION

-----------------------------------

This opinion is issued as an unpublished opinion and, as such, does not serve as precedent
CONN, Senior Judge:

A military judge sitting as a general court-martial convicted appellant, consistent with his pleas, of three specifications of a violation of Article 92, Uniform Code of Military Justice, [hereinafter UCMJ], 10 U.S.C. § 892, for wrongfully marking and storing classified information in violation of a regulation, and possessing pornography in violation of a general order.  Contrary to his pleas, the military judge also found appellant guilty of failing to obey a lawful order, having an improper relationship with a foreign national interpreter amounting to conduct unbecoming an officer, and retaining national defense information (an assimilated violation of 18 U.S.C. § 793(e), the Espionage Act), in violation of Articles 92, 133 and 134, UCMJ, 10 U.S.C. §§ 892, 933, and 934 respectively.  The military judge sentenced appellant to a dismissal, confinement for two years, forfeiture of all pay and allowances, and a reprimand.  The convening authority approved the adjudged sentence.  This case is before the court for review pursuant to Article 66, UCMJ.

ESPIONAGE ACT

Facts

Appellant is an Army Reserve Military Police officer, who in 2007 had twenty-three years of military experience as an officer.  This included active service in Operation Desert Storm in 1990-91, Operation Enduring Freedom in 2001-2002, and Operation Iraqi Freedom in 2005-2007.  His duties during periods of active service revolved principally around detainee operations.   In 2001 and 2002 appellant was Deputy Chief of Detainee Operations for the Coalition Land Forces Component Command (CFLCC), including responsibility for detention and movement of Al-Qaeda and Taliban detainees.  Since at least 1986 appellant possessed a secret security clearance, at which time he signed a statement acknowledging his obligation regarding possession and retention of classified information.  From at least 2004, appellant held a high level Top Secret (Secret Compartmented Information, SCI) clearance.  

In October 2005 appellant was selected to command a composite battalion responsible for the most sensitive Theater Internment Facility (TIF) in Iraq.  This TIF housed many High Value Detainees/High Value Criminals (HVD/HVC) in Iraq, including Saddam Hussein and other former Iraqi Regime detainees, as well detainees and criminals linked to the Iraqi insurgency.   

Appellant left his position as the TIF commander in late September/early October 2006.  During his transfer of authority, appellant downloaded numerous files from his SIPRNET
 secure laptop onto compact disks.  Appellant did this openly in front of the officer who was to replace him.  Appellant gave his successor one of the compact disks, which the successor noted appellant contemporaneously marked either “classified” or “secret.”  

In February 2007, pursuant to a search authorization, criminal investigators searched appellant’s assigned personal containerized housing unit (CHU) for both computer and paper files on a matter apparently unrelated to his charged offenses.  This search disclosed appellant possessed computer hard drives, a portfolio containing numerous computer CD ROM disks, and a large “banker’s box” of paper files. The majority of the computer disks were marked “unclassified” or in a few instances had no classification markings.  

Analysis of both the computer files and paper documents from the banker’s box revealed significant numbers of classified material marked “Secret” and “Secret NOFORN.” 
  The classified materials were dated both during the period of appellant’s deployment with CFLCC in 2001-2002 and his time as commander of the TIF in 2005-2006.  Included in this data was at least one e-mail with a classified attachment authored by appellant, in which he wrote, “This document is marked secret/NOFORN.  Please observe proper OPSEC.” 

Appellant had neither a “courier card” to authorize his possession of classified materials outside a secure facility, nor a safe or other authorized secure container for storage of classified materials in his CHU.  Testimony from appellant’s task force and brigade commanders as well as his brigade and battalion S-3 officers (principally responsible for security and management of classified information) indicated appellant had neither sought nor received authorization to retain or possess classified information in his CHU.  

During closed sessions of appellant’s trial, military security experts detailed the specific nature of the classified material found in various locations in appellant’s CHU.  The materials in appellant’s room included, inter alia, numerous items of sensitive information on detention operations, such as identification of specific detainees, facility security and vulnerabilities, facility force protection plans, and methods and procedures for detainee movements.  Security experts testified in October 2007 that the disclosure of the information found in appellant’s CHU would seriously compromise ongoing military operations, both in the Iraq and Afghanistan theaters of operation. 

Law and Discussion

Appellant contends that the evidence at his trial was insufficient to support the scienter or mens rea elements of 18 U.S.C. § 793(e).
   Appellant alleges that the government must show that he acted in bad faith amounting to an intent to harm the United States in order to convict him of the offense of unauthorized retention of national defense information (NDI) under the Espionage Act.  We disagree and affirm the conviction.  
A question of statutory interpretation is a question of law subject to de novo review.  United States v. Martinelli,

 HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=509&FindType=Y&ReferencePositionType=S&SerialNum=2007417399&ReferencePosition=56"  62 M.J. 52, 56 (C.A.A.F. 2005).  The Espionage Act has been characterized as “a singularly impenetrable warren of provisions originally passed by Congress under the stresses of World War I.”  Anthony Lewis, National Security: Muting the “Vital Criticism,” 34 UCLA L. Rev. 1687, 1698 (1987).  Moreover, § 793, a revision of that statute under which appellant was convicted, has been characterized as “the most confusing and complex of all the federal espionage statutes.”  Edgar and Schmidt, The Espionage Statutes and Publication of Defense Information, 73 Colum. L. Rev. 929, 998 (1973), cited in United States v. Rosen, 445 F. Supp. 2d 602, 613 n. 7 (E.D. Va. 2006), aff’d on other grounds, 557 F. 3d 192 (4th Cir. 2009).  That is at least in part because § 793 of the statute covers not only obvious “espionage” but also the handling of NDI which might ultimately result in compromises of national security.  United States v. Roller, 42 M.J. 264, 266 (C.A.A.F. 1995) (citing United States v. McGuinness, 35 M.J. 149, 153 (1992), cert. denied, 507 U.S. 951 (1993) and noting that in drafting  § 793 of the Espionage Act “it is clear that Congress intended to create a hierarchy of offenses against national security, ranging from ‘classic spying’ to merely losing classified materials through gross negligence”). 

To understand § 793(e), it is important to consider the structure of § 793 in its entirety.  United States v. Morison, 844 F.2d 1057, 1064 (4th Cir. 1988) (suggesting the intent of § 793(e) requires its consideration in pari materia).   Outlining §793 in broad terms, subsections 793(a)-(c) punish various forms of classic “spying,” that is obtaining or receiving NDI intending or believing “it is to be used to the injury of the United States, or to the advantage of any foreign government.”
  Subsection 793(d) punishes those who lawfully possess NDI who either willfully pass it on to unauthorized parties or willfully retain it after an official demands its return.  Subsection 793(e) is substantially identical to (d) but applies to those whose possession of NDI is not authorized and who retain it without delivering it to proper authority.  Logically, because § 793(e) addresses unauthorized possession (where officials would not reasonably know about the possession), no demand for return is required.  Subsection (f) punishes those who lawfully possess NDI but through gross negligence permit loss of control of NDI or knowingly fail to promptly report the loss of its control.    

The provision under which appellant was convicted, § 793 (e), punishes two distinct acts:

a.  willful communication, delivery or transfer of NDI to unauthorized persons, or

b.  willful retention of NDI and failure to deliver it to an officer entitled to receive it.

Further, § 793 (e) defines two types of NDI: 

a. “documents, writing, code book, signal book, sketch,

Photograph . . . blueprint, plan, map, model, instrument, appliance or note,” or 

b. “information the possessor has reason to believe could be used to 

the injury of the United States or to the advantage of any foreign nation.” 

The specification in this case charged that appellant:

“did at or near Camp [Victory], Iraq, between on or about 31 October 2006 and 22 February 2007, having unauthorized possession of information relating to the national defense of the United States of America, which information the said Lieutenant Colonel William H. Steele had reason to believe could be used to the injury of the United States or to the advantage [of] a foreign nation, violate Title 18, United States Code, Section 793(e), by knowingly and willfully retaining the same and failing to deliver it to the officer or employee of the United States entitled to receive it” (emphasis added).  

Appellant argues that, because he was charged with unauthorized retention of “information” under § 793(e), the charged language carries with it a heightened mens rea requirement amounting to a “bad faith purpose to either harm the United States or to aid a foreign government.”  United States v. Rosen, 445 F. Supp. 2d at 626.  Appellant asserts that this is because § 793(e) defines NDI as either “documents, writing, code books” or “information the possessor has reason to believe could be used to the injury of the United States or to the advantage of any foreign nation.”  He argues when the latter definition is used, the “reason to believe” language carries with it the cited “bad faith” standard from Rosen.   As discussed below,  our superior court has specifically and repeatedly rejected a “bad faith” requirement for violation of 18 U.S.C. § 793(e).  Further, even if Rosen represented applicable precedent, we find appellant’s analysis inconsistent with the law and logic of the Rosen court.

First, having carefully read the Rosen opinion, we conclude appellant misinterprets that court’s discussion of when it would apply the heightened scienter requirement appellant advocates.  The Rosen court explicitly states, “it is clear from both the text and the legislative history that this additional scienter requirement applies only to the communication of intangible ‘information’ and is intended to heighten the government’s burden when defendants are accused of communicating intangible information.”  Id. at n. 33 (citing the provision’s legislative history at H.R. Rep. No 647, 81st Cong., 1st Sess. (1949), at 3-4)(emphasis added).

Here the evidence clearly showed that appellant unlawfully retained physical, tangible computer files and documents containing NDI and not “intangible” information as in Rosen.  In such cases, according to Rosen, the statute requires only that appellant acted knowingly and willfully, regardless of motive.  As the Rosen court explained:

[T]he statute’s “willfulness” requirement obligates the government to prove that the defendants knew that disclosing the NDI could threaten the nation’s security, and that it was illegal, but it leaves open the possibility that defendants could be convicted for these acts despite some salutary motive.  For example, if a person transmitted classified documents related to the national defense to a member of the media despite knowing that such an act was a violation of the statute, he could be convicted for “willfully” committing the prohibited acts even if he viewed the disclosure as an act of patriotism.”  Rosen, 445 F. Supp. 2d at 626 (emphasis added).     

Second, we note Rosen involved a communication of NDI and not a retention as in this case. As the Rosen court discusses, it is illogical to suggest the statute intends to punish retention of intangible evidence, since “a person cannot avoid remembering something he learned, thereby retaining it, nor can a person deliver their memory to one entitled to receive it, as the statute’s retention clauses would seem to require.”  Id. at 615 (summarizing defendant’s unsuccessful argument that   § 793(e) applies only to tangible evidence, where defendant was charged with communicating intangible evidence).

Finally, and perhaps most importantly, no such heightened scienter requirement exists in military law.  Our superior court has repeatedly held that the type of bad faith scienter appellant argues for is not required for violations of 18 U.S.C. § 793(e).  McGuinness, 35 M.J. at 153.  Subsequent to appellant’s argument, our superior court reiterated its holding that bad faith is not required for violations of 18 U.S.C. § 793(e).  Diaz, 69 M.J. at 132-33.  In Diaz, the appellant was convicted, inter alia, of communicating classified information.  However, our superior court, unpersuaded that cases involving “information” involve a heightened mens rea, cited to McGuinness in holding that bad faith was still not required, and applied that holding to Diaz, affirming his conviction.  Thus, in conformity with our superior court’s precedent, we find that bad faith is not required under 18 U.S.C. § 793(e), even in cases involving “information relating to the national defense.”  Id. 

The mens rea required under 18 U.S.C. § 793(e) is that appellant willfully retained NDI.  “An act is done willfully if it is done voluntarily and intentionally and with the specific intent to do something that the law forbids.  That is to say, with a bad purpose either to disobey or to disregard the law.”  Morison,

 HYPERLINK "http://www.westlaw.com/Find/Default.wl?rs=dfa1.0&vr=2.0&DB=350&FindType=Y&ReferencePositionType=S&SerialNum=1988042633&ReferencePosition=1071"  844 F.2d at 1071 (cited with approval in Diaz, 69 M.J. at 134, n. 5).

There is no question that the documents and files appellant retained constituted NDI. The evidence is clear that he intentionally collected and maintained voluminous amounts of this NDI without authority, both in computer files and paper documents.  Evidence of the requisite intent is equally clear.  At the time of his conduct, appellant was an officer with more than twenty-three years of experience.  For twenty years he possessed a “secret” clearance, and for several years prior to this incident he possessed a Top Secret/SCI clearance.  Appellant repeatedly deployed and participated in combat operations.  He was selected for battalion command to supervise the most sensitive detention facility in Iraq, where high value detainees such as Saddam Hussein and key insurgent leaders were detained.  There is no credibility to the suggestion appellant was unaware that keeping an enormous collection of such sensitive material in papers, computer hard drives and CDs unsecured in his personal CHU months after he left his position could conceivably be lawful or permissible.  

Further evidence of his specific intent to violate the law is compelling.  Appellant downloaded multiple disks of information from his computer linked to the SIPR network—a network which, by definition, is specifically designed to convey secret, sensitive national defense information.  Before providing his successor with one such CD containing classified information from that system, he appropriately marked it as “classified” or “secret.”  By contrast, appellant marked his own copies of that same information as “unclassified” along with scores of computer CDs taken from that same computer system containing “secret” NDI, demonstrating an obvious intent to deceive and knowingly disobey and disregard the law pertaining to handling classified information.  Moreover, the classified NDI appellant retained included not only materials from his 2005-2006 duties, but also classified NDI dated from, and obviously related to, his prior assignment in 2001-2002.  The evidence regarding the nature of that information amply demonstrated appellant had “reason to believe [it] could be used to the injury of the United States or to the advantage of any foreign nation.”  The mens rea requirement of 18 U.S.C. §793(e) was clearly met.

CONDUCT UNBECOMING

Facts

Appellant was charged with conduct unbecoming an officer for having an inappropriate non-sexual relationship with, and providing special privileges to, a civilian interpreter who worked with his unit from January to late May 2006.  Appellant requested and received a bill of particulars
 detailing that he gave the interpreter the following special privileges: (1) appellant allowed her to bring her cell phone past the sally port at the detention facility; (2) appellant moved medical personnel in an attempt to give her a private room; and (3) appellant permitted her to travel with soldiers on a chemical assessment mission in order to visit her family near Fort Suse. 

As to the issue of “special privileges,” the government presented evidence that the interpreter did carry her cell phone inside the sally port entrance to the detention facility.  However, the evidence adduced indicated that this was not a “privilege” limited to the interpreter but was granted to a number of personnel because of the unavailability of phone lines in the facility.  Similarly, while the interpreter requested a private room, there was no evidence the interpreter received one or displaced medical personnel.  The evidence did show the interpreter accompanied soldiers on a chemical assessment mission to northern Iraq and spent several days there in order to visit members of her family.  The government proved there was no necessity for the interpreter to accompany the soldiers on this mission and that appellant had coordinated with the camp commander to facilitate her trip.  However, the evidence showed that appellant had not originally set up this trip; instead, it had been arranged by another officer who supervised all of the interpreters.  

The government also presented evidence that some members of the command believed appellant had an inappropriate relationship with the translator.  This perception arose because appellant (a married man) and the translator ate meals together, were seen in vehicles together, and appellant specifically requested her to act as a translator for him.  The translator also threatened “to tell the colonel” if she found a situation disagreeable.  The translator’s supervisor testified it produced a “riff” among some of the linguists and presented some “management challenges.”   No one observed them hugging, kissing, holding hands or engaging in any intimate contact.  Appellant’s chain of command received no complaints regarding the relationship, and no member of appellant’s command identified any adverse impact on the unit’s mission.

The government admitted a series of emails between appellant and the interpreter sent via a personal Yahoo account.  A number of these emails suggested a very flirtatious and intimate, though not an explicitly sexual, relationship.  All but two of these emails were sent after the translator moved to another camp out of appellant’s area of authority.  Several witnesses, including the lieutenant general who senior rated appellant, reviewed the emails during the trial and opined that, if the emails were sent in the context of a supervisory relationship, they would be inappropriate.  However, the emails to which the witnesses referred were in fact sent several months after the translator had been transferred away from the camp appellant supervised.  

Law

Article 66(c), UCMJ, requires our court to conduct a de novo review of the factual and legal sufficiency of the evidence.  In conducting our analysis, we are required “to evaluate not only the sufficiency of the evidence but also its weight.”  United States v. Turner, 25 M.J. 324, 325 (C.M.A. 1987).  “For factual sufficiency, the test is whether, after weighing the evidence in the record of trial and making allowances for not having personally observed the witnesses, [this court is] convinced of [appellant's] guilt beyond a reasonable doubt.” Turner, 25 M.J. at 325.  For legal sufficiency, we must determine whether, “considering the evidence in the light most favorable to the government, a rational fact-finder could have found all the essential elements of the offense beyond a reasonable doubt.”  United States v. Craion, 64 M.J. 531, 534 (Army Ct. Crim. App. 2006) (citing United States v. Brooks, 60 M.J. 495, 497 (C.A.A.F. 2005);  Jackson v. Virginia, 443 U.S. 307, 318-19, 99 S. Ct. 2781, 61 L. Ed. 2d 560 (1979)).

The elements of a violation of Article 133, UCMJ, are set out in the Manual for Courts-Martial, United States pt. IV, para. 59.b (2008 ed.) [hereinafter MCM]:  (1) That the accused did or omitted to do certain acts; and (2) [t]hat, under the circumstances, these acts or omissions constituted conduct unbecoming an officer and gentleman.  “[C]onduct unbecoming an officer rationally entails a higher level of dishonor or discredit than simple prejudice to good order and discipline.”  United States v. Conliffe  67 M.J. 127, 134 (C.A.A.F. 2009)(citation omitted).  Before an officer can be convicted of conduct unbecoming an officer, due process requires “fair notice” that an act is forbidden and subject to criminal sanction. The question is whether a reasonable military officer would have no doubt that the activities charged constituted conduct unbecoming an officer.  United States v. Amazaki, 67 M.J. 666 (Army Ct. Crim. App. 2009).

Not every misstep an officer makes will be sufficient to form the basis of the criminal charge of conduct unbecoming an officer.  See United States v. Clark, 15 M.J. 594 (A.C.M.R. 1983) (failure to go to physical training formation, based on arriving approximately fifteen minutes late, was a minor dereliction, so that specification of conduct unbecoming an officer should not have been based thereon); United States v. Guaglione, 27 M.J. 268 (C.M.A. 1988) (an officer's entry into legalized house of prostitution without participating in any sexual activity or encouraging any enlisted members to do so was not “public association” with known prostitutes or in any other way conduct unbecoming an officer); United States v. Shober, 26 M.J. 501 (A.F.C.M.R. 1986) (taking nude photographs of civilian whom accused supervised with consent of subject was not conduct unbecoming an officer and a gentleman).  Rather, to constitute conduct unbecoming an officer and gentleman, delict or misstep “must be so disgraceful as to render officer unfit for service.”  Amazaki, 67 M.J. at 671 (citing Guaglione, 27 M.J. at 271 (citations omitted)).  

Our sister court noted in United States v. Arthen, 32 M.J. 541 (A.F.C.M.R. 1990) that when the government elects to charge what traditionally has been considered fraternization under Article 133, rather than under the general article, the government adds rather than eliminates an element, and charging fraternization under the former does not magically convert the offense to some other offense that has any lesser requirement of proof.  Id. at 544.  In United States v. Kroop, 38 M.J. 470 (C.M.A. 1993), our superior court examined the standard for fraternization-type offenses charged as conduct unbecoming an officer.  Kroop held that allegations of “undue familiarity” and “excessive social contacts” with married female service members were insufficient to allege conduct unbecoming an officer.  Id. at 473.  The court went on to explain, “private sexual intercourse between an officer and his or her superior, unaccompanied by any element of harassment or coercion on part of the superior and any allegation of violation of an applicable custom or regulation,” would not be unbecoming conduct, absent evidence of custom of the service or regulation prohibiting such conduct.  Id.
Discussion

First, we note that private conduct (even private speech, specifically) can be the subject of a conduct unbecoming offense.  United States v. Hartwig, 39 M.J. 125 (C.M.A. 1994).  Second, an inappropriate (even non-sexual) relationship can also be the subject of a conduct unbecoming offense.  United States v. Appel, 31 M.J. 314 (C.M.A. 1990).  Additionally, acts with civilian subordinates can be the subject of a conduct unbecoming offense.  Shober, 26 M.J. 501.

However, we also note that in fraternization-like cases, the government must show a violation of either regulation or custom.  Appel, 31 M.J. 314; Kroop, 38 M.J. 470; Arthen, 32 M.J. 541.  In this case involving a non-sexual relationship with a civilian contractor, the government proved neither.  We are very mindful that to constitute conduct unbecoming an officer and gentleman “delict or misstep . . . must be so disgraceful as to render an officer unfit for service.”  Guaglione, 27 M.J. at 271 (citations omitted).  Here, while the relationship may have been unwise, the conduct in its context is not sufficiently egregious to render appellant unfit for service and therefore amount to criminal misconduct.  We do not hold that a non-sexual relationship with a civilian could never form the basis of the crime of conduct unbecoming an officer.  Rather, we hold that in this case, the government showed appellant demonstrated poor judgment, but showed no clear violation of regulation or custom, and no acts with the civilian translator while under his authority were “so disgraceful as to render him unfit for service.”  Under the specific facts of this case, we find appellant’s conviction for conduct unbecoming an officer to be factually insufficient. 

CONCLUSION


We have reviewed the matters personally raised under United States v. Grostefon, 12 M.J. 431 (C.M.A. 1982), and find them to be without merit. 


The findings of guilty of Charge III and its Specification are set aside.  The remaining findings of guilty are affirmed.  Reassessing the sentence on the basis of the error noted and the entire record, and applying the principles of United States v. Sales, 22 M.J. 305 (C.M.A. 1986) and United States v. Moffeit, 63 M.J. 40, 43 (C.A.A.F. 2006), including the factors identified in Judge Baker’s concurring opinion, that only that portion of the approved sentence amounting to total forfeitures of all pay and allowances, confinement for twenty-three (23) months, and a dismissal is affirmed. All rights, privileges, and property of which appellant has been deprived by virtue of that portion of his sentence set aside by this decision are ordered to be restored.   See UCMJ Arts. 58b(c) and 75(a).

Judge HOFFMAN and Judge GIFFORD concur.







FOR THE COURT:







MALCOLM H. SQUIRES, JR.







Clerk of Court
� SIPRNET is the acronym for Secret Internet Protocol Router Network.  The Department of Defense describes it as, “DoD's largest interoperable command and control data network, supporting the Global Command and Control System (GCCS), the Defense Message System (DMS), collaborative planning and numerous other classified warfighter applications.”  See � HYPERLINK "http://www.disa.mil/services/data.html" �http://www.disa.mil/services/data.html� (last visited 17 January 2011).  


� Secret “NOFORN” prohibits disclosure to foreign government agents or officials.  





� The language of the statute under which appellant was convicted, 18 U.S.C. § 793(e), is as follows:  





Whoever having unauthorized possession of, access to, or control over any document, writing, code book, signal 





(continued . . .)


book, sketch, photograph, photographic negative, blueprint, plan, map, model, instrument, appliance, or note relating to the national defense, or information relating to the national defense which information the possessor has reason to believe could be used to the injury of the United States or to the advantage of any foreign nation, willfully communicates, delivers, transmits or causes to be communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the same to any person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer or employee of the United States entitled to receive it . . . Shall be fined under this title or imprisoned not more than ten years, or both.


�  Gorin v. United States, 312 U.S. 19, 27-28 (1941)(emphasis added).  In Gorin, Justice Reed indicated this “intent or reason to believe that the information is to be used to the injury of the United States” language found in the earlier iteration of § 793(a) “requires those prosecuted to have acted in bad faith.”  Id.  (Emphasis added.)  However, the provision at issue, § 793(e), uses the phrase “could be used.”  This verb change is considered to substantially alter the mens rea element.  See United States v. Diaz, 69 M.J. 127, 132 (C.A.A.F. 2010); but see, Rosen, 445 F. Supp. 2d at 627.


� At least one court has found the language “reason to believe could be used to the injury of the United States or to the advantage of a foreign nation” as “mere surplusage” to an offense involving tangible NDI under 18 U.S.C. § 793(e).  United States v. Aquino, 555 F.3d 124, 131 n. 13 (3d Cir. 2009) (examining the offense under the Federal Sentencing Guidelines).   Citing to the legislative history of §793(e), the Aquino court found this language was intended to protect from overbreadth when intangible information was involved.  The Aquino 





(continued . . .)


opinion noted the legislative history indicates Congress “left it to the courts to define this limiting phrase on a case by case basis, but stressed that the mens rea qualification for information “[was] not intended to qualify the other items enumerated in the subsections.”  Id. (citing H.R. Rep. No. 647, 81st Cong., 1st Sess. (1949), at 4).  In support of this proposition, the Aquino opinion cites to Rosen, which, as reflected above, construes the “reason to know” language to be part of an accused’s “knowledge” requirement, but the language does not import the “bad faith” scienter requirement when tangible information is involved.  See Rosen, 445 F. Supp. 2d at 626. 


� “A bill of particulars is not a part of the indictment or of the charge to the jury.  In military practice, the bill of particulars is not a part of the specification.”  See United States v. Rivera, 62 M.J. 564, 566 (C.G.C.C.A. 2005)(citations omitted).  “The discussion to R.C.M. 906(b)(6) explains that a bill of particulars serves ‘to inform the accused of the nature of the charge with sufficient precision to enable the accused to prepare for trial’ and that a bill of particulars ‘need not be sworn because it is not part of the specification.’”  United States v. Harman, 66 M.J. 710, 713 (Army Ct. Crim. App. 2008).
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