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Introduction inevitable and seemingly well-founded. Finally, in many of its
opinions, the CAAF misses an opportunity to improve the trial
The judicial shepherding of the Fourth Amendment this year bar’s general understanding of military law.

was marked by interesting contrasts. While on the one hand,
the courts reemphasized the Fourth Amendment’s protective This article will highlight the more significant cases, and
vitality, they also expanded the authority and discretion of law provide analysis and critique to aid the practitioner in assessing
enforcement personnel and military commanders. Three of thehe impact of these cases on life “in the trenches.”
four Supreme Court Fourth Amendment opinions issued this

past year involved police authority over automobiles and their Coverage: Expectations of Privacy
drivers. Taken together, the cases clearly recognize greater
police authority and discretion over motorists, leaving one to The CAAF Finds Privacy Surfing the Net

ponder whether drivers are, in effect, “constitutionally naked”

in an automobile. The Court of Appeals for the Armed Forces United States v. Maxweélls one of the first bold judicial

(CAAF)! and the service courts were slightly more active in the steps into “cyberspace.” Whether traditional Fourth Amend-

Fourth Amendment arena and reflect some of the more strikingment analysis is adaptable to law enforcement activity on the

contrasts. With vigor and zest, the CAAF resuscitated the pro-information superhighway is an issue of great concern to all

tective spirit of the Fourth Amendment in the area of expecta-criminal law practitioners. In one of the first reported cases on

tions of privacy and in its refusal to apply the good faith this issue, the court comfortably applies traditional Fourth

exception. In contrast, however, the CAAF continued its defer- Amendment rules to “the virtual reality of cyberspate.”

ence to commanders in the inspection context by adopting an

expansive view of acceptable primary purpdse. “[T]he Fourth Amendment protects people, not places.”

The central question, therefore, is whether a person has a rea-

Unfortunately, in many of the CAAF opinions, there is a sonable expectation of privacy in the invaded place. This is

remarkable absence of analysis and explanation. The impact oAnswered through a two-part test: first, whether the person has

such omissions is enormous and is highlighted throughout thisa subjective expectation of privacy in the location, and second,

article. Without providing an analytical atlas to the trial lawyer, whether society recognizes the expectation as reasohable.

the court’s opinions are vulnerable on a number of levels. First,Only when both are present is there Fourth Amendment protec-

the court is open to attacks by the dissenters who “take the highion.

road” and persuasively paint the “rest of the story.” When the

court fails to respond to such attacks, coupled with its conclu- In Maxwell the CAAF concluded that a person generally has

sory analysis, the critiques of result-oriented jurisprudence area reasonable expectation of privacy in electronic mail (e-mail)

1. On 5 October 1994, the National Defense Authorization Act for Fiscal Year 1995, Pub. L. No. 103-337, 108 Stat. 266B4©§8d)the names of the United
States Courts of Military Review and the United States Court of Military Appeals. The new names are the United Staté<C@mints d\ppeals and the United
States Court of Appeals for the Armed Forces, respectively. For the purpose of this article, the name of the court thizthe parécular case was decided is the
name that will be used in referring to that decision.

2. ManuaL For Courts-MARTIAL, United States (1995 ed.), Mil. R. Evigll3(b) [hereinafter MCM]. The “subterfuge” rule grants the commander broad authority
to conduct preemptive strikes on drugs and contraband without probable cause. Using his inspection authority the comroeshelefanayxample, an “examina-

tion of the whole or part of a unit.. . . as an incident of command .1d. .¥When the inspection is conducted immediately after the report of an offense and was not
previously scheduled, or personnel are targeted differently or are subjected to substantially different intrusions, thiemispriesumed to be an unlawful search.

If such is the case, the government must prove by clear and convincing evidence that the commander’s primary purposestratsvadmonidisciplinary.

3. 45 M.J. 406 (1996).

4. Id. at410.

5. Katz v. United States, 389 U.S. 347, 347 (1967).

6. Smith v. Maryland, 442 U.S. 735, 740 (1979)
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sent, received, or stored in on-line servitgSolonel Maxwell Justice and two specifications of transmitting obscene mate-
was a subscriber to America On-line (AOL) through his person-rial,® the accused moved to suppress based on a variety of
ally purchased home computer system. Although he had onlyFourth Amendment grounds. The central issue facing the court
one account with AOL, he created four separate screen namewas whether there is a reasonable expectation of privacy in
(Reddel [as in Ready One], Zirloc, and two others) through one’s e-mail. The court clearly held that there is a reasonable
which he could access AOL and then send and receive €-mail.expectation of privacy, at least with respect to e-mail accessed
His account was accessed through a password. The Federdly a user password and stored or sent to or received from
Bureau of Investigation (FBI) began investigating the illegal another usef! Given the subjective and objectively reasonable
transmission of pornography on the Internet after it received aexpectation of privacy, the interception or seizure of e-mail
list of “participating” screen names from a concerned AOL requires probable cause and a warrant.
user. The accused’s Reddel screen name was on the list pro-
vided to the FB?. After finding a reasonable expectation of privacy in AOL e-
mail, the court then examined the warrant. It found the FBI had
Apparently, this concerned user had also sent his list via eprobable cause with respect to the “Reddel” screen name,
mail to AOL management. In response to a FBI query, AOL because it was part of the initial evidence provided to thé¥BlI.
refused to release any information without a search warrant.The court, however, found there was no probable cause as to the
Unbeknownst to the FBI while it sought the warrant, AOL “Zirloc” screen name, from which incriminating evidence was
began writing a software program to extract the anticipatedseized. There being no probable cause and no warrant for “Zir-
requested information. This was accomplished based on infordoc,” the court found it quite easy to rule that the seizure of evi-
mation gleaned through its meeting with the FBI and the list of dence from this screen name was illegal and must be
screen names provided already to AOL by the concerned useisuppressed Consequently, the first two specifications of
AOL then began extracting transmissions from the variouscommunicating indecent language were dismissed and a
screen name¥. Significantly, AOL's extraction program rehearing on sentence suggested.
included all screen names used by a subscriber. Thus, all four
of Colonel Maxwell's screen names were searched. The FBI Maxwells treatment of the expectation of privacy tracks that
then executed the warrant and discovered that one of the screeof the Air Force Court of Criminal Appeals opinion. It also
names belonged to Colonel MaxwgllThe FBI then released comports comfortably with the historical development of the
the evidence from Colonel Maxwell's account to the Air Force Fourth Amendment, expectations of privacy, and the guiding
Office of Special Investigations (AFOSH. principle that it “protects people, not placés.”

Charged with two specifications of communicating indecent ~ Remaining unresolved is the nature of Fourth Amendment
language in violation of Article 134, Uniform Code of Military  protection in the military office environment, where govern-

7. Maxwell,45 M.J. at 417. The court made clear that “AOL differs from other systems, specifically the Internet . . . in that esagéstaes afforded more
privacy than similar messages on the Internet, because they are privately stored for retrieval on AOL's centralized yropre@eomputer bank. . . Id.

8. Id. at413.
9. Id.

10. Some confusion exists over whether AOL ran its extraction before or after service of the warrant. The court coneludactiirewas completed before
service of the warrantld. at 421-22.

11. Id. at 414.

12. 1d. “Many of the e-mail transmissions made by appellant as ‘Zirloc’ were to another junior Air Force officer known as ‘Laurnidiibfs:mail to ‘Launchboy’]
discussed appellant’s feelings regarding his sexual orientation and desires, and appellant answered questions regardimydferaseses.ld. These transmis-
sions were the basis for the indecent language specificatidns.

13. The two specifications charged assimilated offenses under 18 U.S.C. 8§88 1465 (obscene materials) and 2252 (chilg/poespgetplely.Maxwell, 45 M.J.
at 410.

14.1d. at 417. The court acknowledged that, like conventional mail, once the e-mail is transmitted, the sender’s privacyrexmestaigoincrementally diminished
because the receiver may choose to send it to othbes.417-18.

15. Interestingly, when the FBI transcribed the list of suspected screen names to the warrant application, the acconseatsestiRmzldel” was capitalized and
mistakenly written as “REDDEL.” In cyberspace terms, this represents a fundamental change. Indeed, had AOL workediafiwheract, “REDDEL” would
not be a valid screen name for Colonel Maxwell and no information from his “Reddel1” account would have been diddatet&d.In one of its many holdings
in Maxwell, the CAAF found this “scrivener’s” error “a minor and honest mistake” that did not invalidate the wdrant420citing United States v. Arenal, 768
F.2d 263 (8th Cir. 1985) (upholding search despite transposed address numbers in search warrant) (citations omitted)).

16. Id. at 422. For an examination of the court’s treatment of the good faith exception to the “Zirloc” seizim&aseates 149-65 and accompanying text.
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ment computers are routinely accessed by military personneiment?? The MPI agent then called Mrs. Salazar and stated PFC
with single or multiple passwords. In many offices, computer Salazar “wanted her to bring all the electronic equipment that
systems, e-mail networks, and Internet connections provide serwas at the hous&’to the military police station. Reluctantly,
vicemembers potentially unlimited communication opportuni- Mrs. Salazar complied with the request, which she later discov-
ties. To what extent traditional views of “government property ered was an outright fabricatiéh.
issued for official business” give way to the reality of personal
communications tacitly authorized remains an open question. At trial, the accused moved to suppress the equipment, argu-
It seems clear that system administrators can control the degremg it was an unreasonable search and seizure. The trial judge
to which local users possess a subjective and objective expecfound no reasonable expectation of privacy and therefore no
tation of privacy. Indeed, whether user passwords are seen astanding; because the owners had right of access to the entire
security mechanisms or privacy screens may be a matter ohouse and the accused no longer lived there, he was not
local office practice. Counsel must assess their own environ-expected to return and therefore had no control over who came
ments and their units to determine the nature of expectdfions. and went from the housé. The Army Court of Criminal
Appeals affirmed.
Privacy in the In-Law’s “Castle”
The CAAF, palpably disturbed by the police fabrication tac-
In United States v. Salazérthe CAAF ordered even more tics, set aside the conviction finding that indeed PFC Salazar
sweeping relief, reversing the service appellate court and apply-had an expectation of privacy that was both subjectively held
ing a generous view of expectations of privacy. Apparently in and reasonabl®;he therefore had standing to contest the sei-
search of marital tranquillity, Private First Class (PFC) Salazar zure of the equipment. “The temporary departure of PFC
opted for a peculiar remedy. He moved his family into his sis- Salazar because of military orders does not convert the marital
ter-in-law’s apartment. Unfortunately, the accused was orderedchome into an abandoned guest house or a former resic@nce.”
by his commander into the barracks after only a few days. He
was reportedly beating his wifé. Although the court found the commander’s order to enter the
barracks lawful, it was only temporary in their view. He was
During his short stay in the home, the accused and his wifeexpected to return to the apartment after his pending adminis-
had exclusive use of the bedroom, nursery, and hall closet. Thérative separatiof?. The CAAF then equated the order to enter
sister-in-law and her husband shared the common areas such #e barracks with an order to deploy or even go on leave. Such
the living room, dining room, and kitchen. After the accused’s orders do not divest one of an expectation of privacy in the
departure to the barracks, the wife continued to live in her sis-home. In a disturbingly cynical passage, the court observed “it
ter's home! would be illogical if the existence of a servicemember’s expec-
tation of privacy in his . . . private residence depended solely on
At some point, Military Police Investigations (MPI) inter- military orders.The issuance of orders would then be the pred-
viewed PFC Salazar regarding the theft of electronic equip-icate event to every searctie will not create a policy whereby

17. Katz v. United State889 U.S. 347, 351 (1967). Katz,the Supreme Court first established the role of expectations of privacy in Fourth Amendment jurispru-
dence.

18. Although the Army has not yet issued overall guidance on personal use of government computers, the TJAG of the Arisguedempermissive use policy
letter applicable to personnel in OTJAG. After authorizing very limited personal use of e-mail on government computécy, lgteepaloses with the following
admonition: “You should be aware that any use of Government communications resources is with the understanding that geicbralie mot secure, not anon-
ymous,and serves as consent to monitorin@mphasis added).

19. 44 M.J. 464 (1996).

20. Id. at 465.

21. Id. at 466 n.2.

22. |d. at 468.

23. Id.

24. Upon learning of the deception, she broke down at the police station and threatened to kill her unborn child.

25. Salazar4d4 M.J. at 466 n.2.

26. Id. at 476.

27. 1d. at 467.

28. Id.
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the existence of standing turns upon the command’s wishesa reasonable person might conclude the accused moved the
rather than the [soldier’s] legitimate privacy expectaticfs.” photos to his new dormitory.
The court then highlighted that the unique familial relation-
ship® allowed PFC Salazar to retain his expectation of privacy = Agostois a classic application of Fourth Amendment doc-
in the home while awai. trine. It is noteworthy not because it breaks new ground, but
because it reemphasizes for the practitioner the fundamental
Staleness elements of the staleness analysis in probable cause assess-
ments. Counsel should usgostds four staleness factors in
In United States v. Agostdthe Air Force Court of Criminal  every probable cause assessment. This will aid both trial and
Appeals (AFCCA) provided excellent guidance to the military defense counsel in clarifying and refining their positions both
justice practitioner on the importance of a staleness analysis irin the investigation and trial phases. The factors are particu-
probable cause determinations. Airman Agosto was chargedarly important in the training and education of commanders
with a number of crimes involving sex with underage females and investigators. Trial counsel should routinely include train-
at Dyess Air Force Base, Texas. Approximately three monthsing emphasis on the staleness prong of the probable cause
after his encounter with one of the girls, a report of the crime inquiry.
was made to authoriti€s. The girls explained that during the

encounter the accused had taken photos. The accused had since Automobile Exception
moved to a new dormitory on Dyess AFB. In an effort to cor-
roborate the girl's story, the investigators obtained a search Time is Not on Your Side

authorization from a military magistrate for the photos in his
new living area. The photos were found, and, at trial, the In Pennsylvania v. Labrg# the Supreme Court reempha-
accused moved to suppress on the ground that there was nsized fundamental Fourth Amendment law regarding the auto-
probable cause because the information was stale (almost thremobile exception, as well as warrantless searches based on
and a half months elapsed between the offense and therobable cause and exigent circumstances.
searchf*
In Labron, Philadelphia police officers observed Labron and

The AFCCA upheld the trial judge and reminded practitio- others complete a drug sale from the trunk of Labron’s car. The
ners of the importance of staleness in probable cause determpolice arrested Labron and immediately conducted a warrant-
nations. The court highlighted four factors which assist in the less search of his car, finding bags of cocaine in the funk.
staleness assessment: (1) the nature of the article sought; (2)
the location involved; (3) the type of crime; and (4) the length  The Pennsylvania Supreme Court reversed, however, hold-
of time the crime continued. In this case, the photos “were not ing that “the automobile exception has long required both the
necessarily incriminating in themselves, were not consumableexistence of probable cause and the presence of exigent circum-
over time, like drugs; and were of a nature . . . [to] be kept indef-stances to justify a warrantless sear€h Because the police
initely.”3¢ Therefore, under a totality of the circumstances test, had time to secure a warrant, the evidence is inadmissible.

29. Id. (emphasis added).

30. No further explanation of this reference is provided by the court. Presumably, the court was referring to his viifelg ieree apartment with certain of his
possessionsld.

31. Id. Itis interesting to contrast the court’s view of a soldier’s expectation of privé@si@zarwith those views expressedimited States v. McCarth$8 M.J.

398 (C.M.A. 1994). Salazar has a reasonable expectation of privacy in a place where it is a crime for him to be presem@idercordered him to stay out of

the home), where he had no control over who entered the home or any particular room therein, where the police nevearehtededr seized anything, and in
which he lived for no more than eight days.MoCarthy the court found that McCarthy, who, at 0400 hours was sleeping behind a locked barracks room door, had
no reasonable expectation of privadg. at 403. Obviously, distinctions and rationalizations are abundant if one wishes to distinguish the two, but nevertheless the
incongruity is striking. The court’s effort to find an expectation of privacyalazars arguably strained and is possibly explained by its abhorrence of shady police
tactics.

32. 43 M.J. 745 (A.F. Ct. Crim. App. 1995).

33. Id. at 745.

34. Members sentenced Airman Agosto to a bad conduct discharge, confinement for 18 months and reductionao78T.

35.1d. at 749.

36. Id.

37. 116 S. Ct. 2485 (1996).
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The United States Supreme Court reversed, stating “[i]f a carhunch about a more serious drug crime. Given the potential for
is readily mobile and probable cause exists to believe it con-abuse, defendants argued, the test for whether a stop is consti-
tains contraband, the Fourth Amendment . . . permits police totutional is whether a reasonable offieesuld havemade the
search the vehicle without mor€®."The court recalled the long  stop, absent the improper purpose or prefext.
history of the automobile exception beginning w@arroll v.

United Stated and more recent caselaw focusing on a reduced A unanimous Court rejected this test, stating it is “plainly
expectation of privacy in automobilés.Whether police have  and indisputably driven by subjective consideratidfislustice
time to secure a warrant is irrelevant for Fourth Amendment Scalia, who authored the opinion of the Court, continued, “the
analysis® Fourth Amendment’s concern with ‘reasonableness’ allows
certain actions to be taken in certain circumstanvéstever
Pretextual Stops and the Great Beyond the subjective intent!® “[R]egardless of whether a police
officer subjectively believes that the occupants of an automo-

The Supreme Court issued its most significant Fourth bile may be engaging in some other illegal behavior, a traffic
Amendment case this year Whren v. United Staté$ In stop is permissible as long as a reasonable officer in the same
Whren,the Supreme Court resolved disagreement among thecircumstancesould havestopped the car for the suspected traf-
circuits by permitting police to use the pretext of a de minimis fic violation.”*® Adopting the “could have” test and rejecting
offense to pursue mere suspicion of a more serious offense. the “would have” test, the court flatly dismissed the idea that an

ulterior motive might operate to strip the agent of legal justifi-

In Whren District of Columbia police were patrolling a cation®
known high drug crime area at night. They observed a car
whose driver was looking into the lap of his passenger. When Given that “subjective intentions play no role in ordinary,
the officers made a U-turn to return to the car, the suspect’s caprobable-cause Fourth Amendment analy3isgurts must use
immediately made a right turn without a signal and sped away.a purely objective test for evaluating the reasonableness of a
The officers made a stop based on the failure to signal andstop. Thus, so long as probable cause exists for a traffic stop,
immediately observed cocaine in plain view in the passenger’spolice may stop a car to pursue other more serious suspicions.
lap:

Whrenleaves unresolved the methods by which police may

At trial and on appeal, the defendant argued that the stop fopursue these hunche®hrenwas arrested based on an imme-

a traffic violation was merely a pretext for investigating their diate plain view observation of evidence of crime, drugs on the

38. The Supreme Court granted certiorari in two related cases decided by the Pennsylvania SuprenabGoardPennsylvania v. KilgoreKilgore involved
the search of a truck parked outside a home where drug transactions were taking place. The defendants were seen whlkinghe &odk around the time of
the transactions. After their arrest, the truck was searched and more drugs were fouridibAmithe Pennsylvania Supreme Court found that, although there was
probable cause, there were no exigent circumstances to justify the lack of a warrant. Applying the same andlgdiastie United States Supreme Court
reversedilgore.

39. Labron 116 S. Ct. at 2486.

40. Id. at 2487.

41. 267 U.S. 132 (1925).

42. California v. Carney, 471 U.S. 386, 391-92 (1985) (owing to its pervasive regulation, citizens have a reduced egbpotaiy).

43. Interestingly, on 26 February 1997, despite the Supreme Court reversal, a plurality of the Pennsylvania Supremst@edrtheisuppression ordetabron
The court stated explicitly that its prior decision, 669 A.2d 917 (Pa. 1995), “was, in fact, decided upon independent thatisdthe Pennsylvania Constitution,
not the United States Constitution. 6@ L. ReTR 1543 (Mar. 19, 1997).

44. 116 S. Ct. 1769 (1996).

45. Id. at 1772.

46. Id. at 1773.

47. 1d. at 1774.

48. Id. at 1775 (emphasis in original).

49. Id. at 1772 (quoting United States v. Whren, 53 F.3d 371, 374-75 (D.C. Cir. 1995) (emphasis in original)).

50. Id. at 1774 (citing United States v. Villamonte-Marquez, 462 U.S. 579, 584 n.3 (1983)).

51. Id. at 1774.
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passenger’s lap. Practitioners must note, however\whagn trial he objected to the stop as a pretext used to pursue their gun-
does not appear to create additional authority outside of thatunning investigation and sought to suppress his statements as
granted by the initial stop. Mhren plain view allowed the  the product of an unreasonable seiZre.

officers to pursue their actual intent. For the average traffic

stop, unless probable cause develops &ghirenor, for exam- The Navy-Marine Court, expressly invokivghren found

ple, consent is obtained, further pursuit of a hunch will be prob-the stop, “even if pretextual, . . . constitutionally sound because
lematic. Counsel must be vigilant to this issue. The issues arghere was probable cause to stop appellant’s car based on the
indeed difficult, as some of the newest cases interprétingn traffic infraction which Trooper Pearce observ&d Applying

make cleaP? theWhren“could have” test, the stop was reasonable.
Whren Applied to the Military The court added some guidance regarding the extent of
authority in such a pretextual stop. During a routine traffic stop
The Gun-Running Sailor an officer “may take the time necessary to review the driver’s

license and . . . registration, run a computer check on the car and

United States v. Rodriguézs the first military case to apply  driver, and issue a citatiofi®’Once produced, the officer “must
Whren The Bureau of Alcohol, Tobacco and Firearms (ATF) allow him to continue without delay?’ Additional questioning
and Naval Investigative Service (NIS) suspected Rodriguez ofunrelated to the initial stop requires “an objectively reasonable
gun-running from his home in Northern Virginia to New York articulable suspicion that illegality has occurred or is occur-
City. On a weekend trip to New York City, ATF and NIS fol- ring.”®?
lowed Rodriguez. Apparently overzealous in the tail of the
accused, a Maryland State Trooper stopped the ATF vehicle for The duration of the stop iRodriguezwas “hardly tempo-
speeding* Like a scene from an old Western, ATF success- rary.”® The court concluded that Rodriguez’ consent to search,
fully enlisted the aid of the trooper, and the p&sset off after which it concluded was voluntaryave the police the necessary
Rodriguez. At some point the trooper stopped Rodriguez forauthority to continue the stop beyond the initial detentfon
“following too closely.”™® The trooper later admitted his pri- This result confirms the concept that the pretext only gets the
mary purpose was to stop the accused’s car to allow ATF agentgolice “through the door,” so to speak. Other bases of search
to search it for gun¥. Ultimately, the accused consented to a authority,i.e. consent or plain view, must arise to permit the
search of his car and then made incriminating statements. Abfficer to lawfully pursue his suspicidh.

52. Inlllinois v. Thompson670 N.E. 2d 1129 (lll. App. 1996), on the pretext of a broken tail light, officers stopped a car suspected of containimd) drugs.
The driver was asked to exit the vehicle and, after a fruitless frisk, the passenger was also asked to come out. Huktoeyntatdxtual nature of a stop is “not .
.. totally irrelevant to questions that accompany” such a dtb@at 1135. Once a stop’s pretextual nature is established, the true objective is to find a legal excuse
to accomplish a warrantless search. Ensuing events are therefore subject to careful scrutiny. An officer’s failure telymaredige and frisk the passenger under-
cut his alleged fear and the legal basis for the safety frisk. The court ordered further hearings to determine whastteaséfiebly believedd. at 1135.

53. 44 M.J. 766 (N.M.Ct.Crim.App. 1996).

54. Id. at 769.

55. “[A] body or force armed with legal authority.”akbom House CoLLEGE DicTioNARY (1975).

56. Rodriguez44 M.J at 771.

57. 1d.

58. Id. at 770.

59. Id. at 772.

60. Id. (citing United States v. Soto, 988 F.2d 1548, 1554 (10th Cir. 1993)).

61. Id. (citing United States v. Pena, 920 F.2d 1509, 1514 (10th Cir. 1890)denied501 U.S. 1207 (1991)).

62. Id. (citing Sotq 988 F.2d at 1554).

63. Rodriguez44 M.J. at 772.

64. Seeidat 773.

65. The NMCCA also noted another independent basis “on which the detention of appellant and his car and the ensuingreeanaiediod were appropriate.”
Id. Based on their surveillance, evidence of gun purchases and an informant’s tip, NIS and ATF had reasonable suspicidmysagoitble facts, that criminal

activity was afootld. This would permit the police to conduct a forcilbéry-type stop.ld. (citing United States v. Sokolow, 490 U.S. 1, 10-11 (1989), and Alabama
v. White, 496 U.S. 325, 330-31 (1990)).
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succeeded in securing an arrest warrant for the four month old
For practitionersWhrenandRodriguezare instructive. Itis  sale from a state prosecutdrATF hoped that an arrest in the
safe to conclud&hrenapplies to military practice. Second, home would reveal evidence of the greater crime.
Rodriguezclarifies the extent of authority in the context of a
traffic stop. It seems clear that police have no additional Hudson was arrested in his bedro®nmhere police found
authority beyond that already inherent in a traffic stop. The drug paraphernalia (glassware) and a fifl@he Ninth Circuit,
stop, however, creates an opportunity to interact and to act upomcknowledgingWhren'straffic context, began by stating “we
any information or evidence thereby obtained. have long followed identical principles in both the traffic stop
context and the arrest conteXt.”In this court's viewWhreris
The Great Beyond--Whren to Arrest, Whren Not to Arrest  rationale applies to arrests. “Where police conduct . . . is justi-
fiable on the basis of probable cause . . . we may not inquire into
Equally troubling and unanswered\iihrenis its potential whether the officer . . . had improper motives or deviated from
use in areas unrelated to traffic infractions, such as the arresthe typical practice of reasonable officefs.”
and search arenas. When officers lack probable cause to arrest
or search in more serious offenses, can they ud#/inenanal- The court found that the arrest was supported by probable
ysis to justify an arrest or search warrant for a minor offense forcause, based on the felony drug sale (albeit four months earlier)
which there may be no prosecutorial interest, in order to pursueand the evidence seized in plain vieMdudsonlegitimizes pre-
their more serious suspicions? While it seems clear that a pretext in the arrest context. Once again, plain view is the method
textual stop must stay within its pre-established legal frame-by which investigators capitalize on the opportunity created by
work, it also seems clear the pretext imprimatur might the pretext.
encourage more aggressive use of such a technique. Although
it is “mere sniveling” to complain about “aggressive use of the  Practitioners can expect state, federal, and military courts to
law,” the judicial acceptance of “pretext” will no doubt push its wrestle with the meaning and impactwhren Most interest-

use to new frontiers. ing will be its role in the arrest and search context. Trial counsel
may want to test these waters with investigators. Defense coun-
For criminal law practitionerd)nited States v. Huds#ris sel must aggressively litigate pretextual actions and be aware of

just such an example of the “pushed envelope” and expansiorthe potential for government abuse.

of theWhrendoctrine to the arrest context. Hudson, a member

of the Hessian Outlaw Motorcycle Gang, was suspected by the “Driving with the Justices” Naked!

ATF of manufacturing methamphetamine. ATF agents had pur-

chased 1/16th of an ounce of methamphetamine from Hudson Fanning the flames of those who argue the average motorist
for sixty dollars four months earliét. Federal prosecutors, is well-nigh constitutionally nake#,the Supreme Court con-
however, were not interested in Hudson. Not to be denied purtinued to enhance the tools of the police when dealing with
suit of their manufacturing suspicions, and aware they hadautomobiles in its first Fourth Amendment case of the 1997
insufficient information to obtain a search warrant, ATF agents term. According to the Supreme CourtOhio v. Robinettg* a

66. 100 F.3d 1409 (9th Cir. 1996).
67. Id. at 1425 (J. Reinhardt, dissenting).
68. Id. at 1413.

69. Id. Hudsonalso illustrates the continued wrestling with the role of the knock and announce rule. In one of the major new develapyearts dgo, the
Supreme Court, iwilson v. Arkansasll5 S. Ct. 1914 (1995), reinvigorated the knock and announce rule, making it a part of the reasonableness prong of Fourth
Amendment jurisprudence. Although already statutorily required under Federal law for many years in 18 U.S.C. § 3109mhe&Burrmade the knock and
announce rule a constitutional imperative. “[W]e have never squarely held that this principle is an element of the reasangblgnunder the Fourth Amendment.

We now so hold.”Wilson,115 S. Ctat 1918. When and under what circumstances it can be avoided is the subject of frequent litigasominvolved a “mild
exigency,”i.e., a weapon and potential for escape, which justified a knock and announce, but required no pause for aSesperg&ichards v. Wisconsin, No.
96-5955, 1997 WL 202007 (U.S. Apr. 28, 1997)Richards the Wisconsin Supreme Court, in spiteWdison approved a blanket exception to the knock and
announce rule in felony drug cases. The potential for violence or destruction of evidence is so likely in drug casesrthatofflispense with the knock and
announce requirement, the court ruled. The Supreme Court rejected the blanket exception to the knock and announce retgifiemmethtie Wisconsin Supreme

Court judgment on the facts of Richartik.

70. Hudson,100 F.3dat 1413. Federal prosecutors ultimately decided to prosecute Hudson on federal firearms and drug traffickindccleartyé$4.
71. 1d. at 1415.

72.1d.at 1416. The courtalso held thhtdsondoes not present one of the “rare exceptions” contemplatienwhere “extraordinary” police conduct, otherwise
supported by probable cause should, nevertheless, be subjected to a balancing analysis to determine its readdnableness.

73. Kathryn UrbonyaThe Fishing Gets Easier, Supreme Court Repi@tA.B.A. J. (Jan 1997).

MAY 1997 THE ARMY LAWYER « DA-PAM 27-50-294 26



request to search a car following a lawful traffic stop does not  Chief Justice Rehnquist began his discussion of the Fourth
require a bright-line “you are free to go” warning for subse- Amendment with the predicate issue of whether the “continued
qguent consent to be voluntary. The test, as with any consentletention” was unlawful. He thereupon rejected the Ohio

issue, is the totality of the circumstanées. Supreme Court’s analysis, citing with approVéhren,saying
“the subjective intentions of the officer did not make the con-
Robinette was stopped for speeding in Ohio. After a cleantinued detention . . . illegal . . 82" Although it is not necessary

license check, officer Newsome asked Robinette to exit histo issue a warning, asking Robinette to exit the car is something
car’® Newsome started his video camera, issued an oral warnthe officer “could have” done under the Fourth Amendment.
ing, then returned the license. Newsome then asked, “one quesFhus, the continued detention was not outside the scope of the
tion before you get gone: [A]re you carrying any illegal initial stop® FollowingWhren'sanalysis, Officer Newsome’s
contraband . . . weapons . . . drugs?” Robinette answeredmotives were irrelevant.
“no.””” Newsome then asked if he could search the car and
Robinette consented. Newsome discovered a small amount of The Chief Justice then took on the “free to go” warning and
amphetaminé® not surprisingly assailed any notion of a bright line rule in the
At trial the defense moved to suppress the evidence, arguingFourth Amendment area. The test for whether one has con-
in part, that the detention became unlawful after Newsomesented to a search is whether it was voluntary under the totality
decided to give only a warniffgand that this occurred before of the circumstance®. He recalled how, iSchneckloth v. Bus-
Robinette was asked to exit the car. Therefore, the defens¢éamontess the argument that consent could be valid only if the
argued that anything found after he stepped out of the car wagerson knew he had a right to refuse was similarly dismissed.
the product of an unlawful seizure, which also tainted the con-“While knowledge of the right to refuse consent is one factor to
sent to searcP’. The Ohio Supreme Court agreed and also be taken into account, the government need not establish such
established a bright line rule requiring a “you are free to go” knowledge as theine qua normf an effective consent® Chief
warning prior to such a request to sedfch. Justice Rehnquist concludes with this rationale for rejection of
a bright line rule: “[J]ust as it ‘would be thoroughly impractical

74. 117 S. Ct. 417 (1996). At the time this article went to press, the court had just issued its oMaigtaimd v. Wilson117 S.Ct. 882 (1997), the second Fourth
Amendment case of the term. \Wilson a vehicle was stopped for speeding, and noting passenger Wilson's nervousness, the officer ordered him out of the car. As
Wilson stepped out, an amount of crack cocaine fell to the grddrat. 884. Wilson successfully suppressed the evidence at trial on the theory that ordering a pas-
senger out of a car is an unreasonable search since probable cause to stop goes only to the driver. The trial couReonsg\aata v. Mimmg34 U.S. 106

(1977), permits an officer to order only tthéver out of a car during a routine traffic stop.

The Supreme Court reversed, holding Mienmsprinciple also extends to passengers. Finding, B8nmms an overriding officer safety concern, coupled with
thede minimusntrusion of ordering an already stopped passenger out of the car, the court held that an officer making a traffic slep paagengers out of a car
pending completion of a stopWilson.117 S. Ct. at 886.

Wilsonraises a number of interesting questions for practitioners. Will police departments now require officers to order pasiseihgens? Further, in light of
Whren is there any objection to police stopping a driver for a traffic violation, solely because they wish to pursue moreseidmrssegarding the passenger for
whom there is no original probable cause to stop at all?

75. Robinettel17 S. Ctat 421.
76. 1d. at 419.

77. 1d.

78. Id.

79. If Officer Newsome decided to give a warning, so the argument goes, he did not intend to further detain Robingitegos¢hef ticketing; therefore, any
detention beyond what was required to issue the warning was without authority and unlidvetii20.

80. See generally idat 419-20.
81. Id.

82. Id. at 420.

83. Id. at 421.

84. Id.

85. 412 U.S. 218 (1973).

86. Id. at 227.
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to impose on the normal consent search the detailed requireefficers went to the quarters and from the front sidewalk, 15-20
ments of an effective warnind’’so too would it be unrealistic  yards from the quarters, looked through a six to twelve inch
to require police officers to always inform detainees that they opening in the window curtains to observe people leaning over
are free to go before a consent to search may be deemed volumlight or flame. One officer then approached to within two feet
tary.”s of the window, onto the home’s curtilé#§and, peering through
the opening, observed two people smoking a glass®pipée

Taken together, the Court’s Fourth Amendment jurispru- officer returned to the sidewalk, and backup arrived shortly
dence for the last year has involved almost exclusively automo-thereaftef? Just then, a person left the home and, as he
biles. InLabron, Whrenand nowRobinette the Court has  approached the officers, he spontaneously “combusted,”
upheld and expanded the authority of police to deal with motor-announcing “we’ve been smoking weed!'The police imme-
ists. And whileLabron may be straightforward to many--and diately entered the home, apprehended the participants and
Whrentroubling to someRobinetteis certainly perplexing to  seized the drugs.
most. Why is it unrealistic to expect police to inform a motorist
he is free to leave? It takes only seconds, and if it is too much Attrial and on appeal the accused moved to suppress the evi-
to expect the officer to know when to alert the motorist to this dence as an unreasonable search and seizure. The Navy-
moment, how can the untrained and nervous motorist knowMarine court affirmed, stating it need not consider whether the
when he is free to leave? Arguably, because there is no require®view from the curtilage®™ was an unreasonable search. There
ment to affirmatively arm a citizen with his constitutional rights was more than sufficient probable cause, even without the cur-
when “asked” to come to the station for non-custodial interro- tilage view, to justify the search. The anonymous tip, combined
gation, there should be no difference with a traffic stop. In mostwith the observations from the sidewalk and the corroborative
cases of requests for consensual interrogation at a police stastatement from the departing guest more than provided suffi-
tion, however, one has not already been seized by a governmentient probable causé. The view or search from the curtilage
agent in uniform, as in a traffic stop. This reality and its influ- was not needed to establish probable cause and does not vitiate
ence on drivers cannot be underestimated. the authority created from the remaining observations.

In any event, the Fourth Amendment rulings of the Supreme  Furthermore, the court concluded, no warrant was required
Court must be understood by counsel on both sides of the bathecause there is “no greater exigency requiring immediate
incorporated into daily practice and highlighted in training to action than the . . . present active use of debilitating diigs,”
law enforcement personnel. Dufouris classic, garden variety application of plain view and

exigent circumstancés.
Plain View and Exigent Circumstances
Search Incident to Apprehension
“Smoking Weed” and Spontaneous Combustion
“Out Damn Spot!”

In United States v. Dufod? Navy security police received

an anonymous tip of drug use in on-base quarters. Two police

87. Robinette117 S. Ct. at 421 (citin§chneckloth412 U.S. at 231).

88. Id.

89. 43 M.J. 772 (N.M.Ct.Crim.App. 1995v. denied45 M.J. 16 (1996).

90. “The inclosed space of ground and buildings immediately surrounding a dwellinghouse . . . . [It] includes those gaithhilirare directly and intimately
connected with the habitation and in proximity thereto and the land or grounds surrounding the dwelling which are necessagn@rd and habitually used for
family purposes and carrying on domestic employmentAcB's Law DicTionArRY 346 (5th ed. 1979).

91. Dufour,43 M.J. at 775.

92. Id.

93. Id.

94. Practitioners must always remember that the viewing, by itself, may constitute a search. Thus, a viewing from ésplatawatherized to be, i.e., the curtilage,
is a warrantless search.

95. Dufour,43 M.J. at 776.
96. Id. at 777 (citing United States v. Acosta, 11 M.J. 307, 313 (C.M.A. 1981)).

97. Practitioners should also emphasize that the use, or burning and thus destruction of drugs, also creates a legittyate exig
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In United States v. Curt®the CAAF, as in any capital case, viding insights on the permissible use of deception in obtaining
reviewed virtually every conceivable issue. In this process, theconsent.
court provided some helpful guidance to trial practitioners
regarding a search incident to apprehension. In United States v. Reist&f the court examined the doctrine
of actual authority to consent in the context of a house-sitter/
Curtis was convicted of murder and sentenced to death. Higparamour. First Lieutenant (1LT) Reister invited Hospitalman
contact with police began when he overturned a car after theApprentice N to house-sit his apartment for three weeks while
slaying of a lieutenant and his wife. Following arrest and pro- he was away. He gave her full use of the apartment during his
cessing at the scene, questioning, a confession at the police stabsence. According to N, there were “no restrictions as far as
tion and incarceration, the police finally noticed blood on his what | could or couldn’t do!® The night before he went on
clothing®® His clothing was seized after he was placed in con- leave, he invited N to his apartment for dinner. Following din-
finement. The actual period of delay from arrest to seizure isner, they had sexual intercourse.
not stated in the court’s opinion.
Troubled and ruminating on her actions the next day, N
A “full search” of a person incident to a “lawful custodial began to look around the apartment. Out of curiosity, she
arrest” is permitted as an exception to the warrant require-opened a green, cloth-covered military record book she found
ment% Although acknowledging there are, indeed, temporal on a bookshelf. In the book she found information regarding
and spatial limitations on a search incident to arrest, the courtis flight experiences as a pilot. She then flipped to the back of
upheld the seizure of Curtis’ clothing, holding that even a “sub- the book. Her eyes widened as she read the word “Conquests”
stantial delay will not invalidate a search?” Relying on at the top of the page. Below “Conquests,” she found explicit
United States \Edwards!'®?the court emphasized by compari- descriptions of sexual encounters with other woférer
son the more lengthy ten hour delayHdwards,which the anxiety likely piqued, she next looked in a bedside table and
Supreme Court apprové®. Again, although not specified in  found a slip of paper with the word Zovirax written on it. To
Curtis, something less than ten hours from arrest is permissible her dismay, she soon discovered Zovirax is used to treat her-
Although Curtis does not specifically create an outer limit pes!®®
on the timing of a search incident to arrest, by incorporating
Edwardsthe CAAF has effectively given trial advocates a use-  Following her discoveries, she discontinued living in the

ful ten hour benchmark. accused’s apartment, but was unsuccessful in reaching 1LT
Reister to terminate their arrangement. Until his return, she
Exceptions to the Probable Cause Requirement kept the key and continued to feed “Spike,” the'#&at.

Consent: The Pen is Often More Destructive Than the Sword  Shortly after her discoveries, she reported to NIS that she
was raped and forcibly sodomized. She then consented in writ-

The CAAF was active in the consent to search arena, examing to a search of the apartmélit.She returned with two NIS
ining not only the nature and scope of the consent, but also proagents, trial counsel, and her supervisor. NIS then took photos

98. 44 M.J. 106 (1996).

99. Id. at 142.

100. Id. at 143 (citing United States v. Robinson, 414 U.S. 218, 235 (1973)).
101. Id.

102. 415 U.S. 800 (1974).

103. Curtis, 44 M.J. at 143 (citinfdwards 415 U.S. at 807).
104. 44 M.J. 409 (1996).

105. Id. at 411.

106. Id.

107. Id. at 412.

108. Id.

109. Id.

110. Id. at 413. NIS conducted the search to corroborate her story.
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of the apartment, including the logbook, and contacted the Consent Urinalysis: “What If | Refuse?”

listed women. A motion to suppress the photographs based on

lack of authority to consent was denied at tial. In United States v. Radvanskythe CAAF put a fresh and
slightly different colored stain on its approach to voluntariness

The CAAF affirmed, holding that N had actual authority to and consent for a command requested urinalysis.
consent to the search and seizure of evidence in the apart-
ment!!2 Alternatively, the court held that, even if her authority Airman Radvansky’s supervisor, MSgt D suspected Radvan-
did not include opening the logbook or the nightstand, any inva-sky of using drugs. MSgt D took him to the First Sergeant to
sion was a private search and, therefore, outside the scope of thiscuss the matté#® The accused met for the first time MSgt
Fourth Amendment?® The court stated that, in general, a per- 1, the First Sergeant trainee, who just happened to be a security
son with “common authority over the premises” may consent to policeman wearing his security police badge and beret. Fol-
a search!*and a person who “exercises control over property” lowing pleasantries, MSgt | asked Radvansky for his consent to
may grant consent to searth.Given N’s “unrestricted access a urinalysist?? The accused, a 20 year old, had been an airman
to the apartment,” the court had little trouble finding actual for 14 months. According to MSgt I, Radvansky consented to
authority. Additionally, the court paid close attention to the the test and signed the standard consent form. Prior to signing
opening of the logbook, which itself was a search. Examiningthe form, however, the accused asked, “what would we do
the book’s placement, appearance and location, and signifinext™??if he refused. MSgt | then explained “we would have
cantly, the accused’s failure to secure the book, the court upheldo go in and approach the commander . . . [b]ut at this point
the trial court’s finding that the accused had no subjective there was no reason to do that . . . it was strictly up to him if he
expectation of privacy and, therefore, no standing to obfect. wanted to make the decision or né®”According to MSgt D,

In the alternative, the court held that, even if N had no actualMSgt | told the accused “that he can give a sample of his own
authority to show NIS the logbook and Zovirax note, any inva- free will or we could have the commander direct you to do
sion of accused’s privacy was the product of a private searchso.”?* Both MSgts | and D emphasized they asked for consent,
The exclusionary rules only apply to government searches. N'sdid not demand it and made no threéts.
exploration of the apartment was motivated by curiosity and
confusion resulting from the unwanted sexual encoufter. Radvansky said he believed the First Sergeant trainee was
Because N had authority to invite others into the apartment,there to apprehend him and that he was either to consent or the
there is no constitutional difference between bringing the evi- commander was going to order the urinaly¥isNo explana-
dence to NIS or bringing NIS to the eviderite. tion was given to Radvansky as to the difference between con-

111. Id.

112. Id.

113. Id.

114. Id. at 414 (citing United States v. Matlock, 415 U.S. 164 (1974)).
115. MCM,supranote 2, Mil.R.Evid 314(e)(2).
116. Reister44 M.J. at 414.

117. Id. at 416.

118. Id.

119. 45 M.J. 226 (1996).

120. Id. at 228.

121. 1d..

122. 1d.

123. Id. at 229.

124. 1d.

125. Id.

126. Id. at 228.
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sent and an order. Radvansky testified that he believed he hathg consent truly voluntant® TheRadvanskyourt looks to
no option. this last point and emphasizes that voluntariness is a question of
fact!%® Knowledge of the right to refuse is one factor among

On appeal, the defense requested a bright line rule requiringnany. “The mere remark that a commander can authorize a

a full explanation of options anytime the possibility of a com- search does not render all subsequent consent involufitary.”

mander-directed search is mentioned to a servicemember as

part of a request for consent to a urinalysis. In response, the The court reiterated its preference for a totality of the cir-

CAAF dismissed any possibility of a bright line rule in the com- cumstances test for voluntariness and rejected Radvansky’s

mand-requested urinalysis context, adhering instead to therequest for a bright line rule requiring a “precise” explanation

long-standing totality of the circumstances test with its clear of the consequences of command alternatives. Viewing the

and convincing burdeft’ totality of circumstances, the accused “was not forced or
coerced into giving consent to furnish a sample of his urine . . .
The court first considered its precedent in the area of consenfHe] was not intimidated or misled into giving consent . . . . He

urinalysis. InUnited States v. Whité&it held that mere acqui- was not threatened or made any promisés.Further, the
escence is not consent. “Failure to advise an accused” in accused read, understood and signed a consent to search
meaningful manner “of the critical difference between a con- form.** Under a totality of the circumstances, the court found
sent and a command-directed urinalysis, once the subject ishat the accused voluntarily consent&d.

raised, can convert what purports to be consent to mere acqui-

escence™ Finally, inUnited States v. McClaji® Judge Cox Radvanskyclearly represents at least a modest departure
set out the rules in a chart to assist practitioners in this'&rea. from the traditionally paternalistic approach the court has pre-
In addition, he wrote, “[a]n official seeking consent from a ser- viously taken in consent urinalysis cases. While the court’s
vicemember may explain that he will attempt to obtain from an leanings may motivate some counsel and depress others, its
appropriate commander or military judge a search authorizationmost significant teaching point may lie in the importance of a
based upon probable cause if consent is not forthcoming, but ittlear factual predicate. Well-prepared witnesses win the day in
must be done in an appropriate manner so as to make the resulédimost any case. When it involves issues of consent and higher

127. 1d. at 230-31.
128. 27 M.J. 264 (C.M.A. 1988).
129. Radvansky45 M.J. at 230 (citing United States v. Cook, 27 M.J. 858, 859 (A.F.C.M.R. 1989)).
130. 31 M.J. 130 (C.M.A. 1990).
131. Id. at 133. See chart below:
Consent to Search

Circumstances of Consent Result

1. Consent obtained without threat of “command-directed” urinalysis Admissible.
or search warrant under Mil. R. Evid. 315(e).

2. Consent obtained with threat of “command-directed” urinalysis Not Admissible.
United States v. Whitesupra.

3. Consent obtained with threat of potential search warrant or search Possibly Admissible;
authorization. United States v. Salvador, 740 F.2d 752 (9th Cir. 1984), depends on

cert. denied469 U.S. 1196 (1985). circumstances.

4. Consent obtained with threat of actual search warrant or search Not admissible by
authorization. Bumper v. North Carolina, 391 U.S. 543 (1968). virtue of consent;

Admissible by virtue of warrant.
132. Id. at 133.
133. Radvansky45 M.J. at 231. “Voluntariness’ has long been ‘a question of fact to be determined from all the circumstances, andsuijigettheknowledge
of a right to refuse’ consent ‘is a factor to be taken into account, the prosecution is not required to demonstrate sdgk lascavf@erequisite to establishing a
voluntary consent.” (citing Schneckloth v. Bustamonte, 412 U.S. 218, 249 (19@33t 231.
134. 1d.

135. Id. at 231-32.
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burdens of proof, preparation, a command of the facts and wit- was resistant to signing the form. Sergeant

ness credibility are at a premium. Isley then mentioned that if he did not give a
sample of his own free will that we could
When training commanders and NCOs, it is also important always have the commander direct him to do
to stress the use of consent forms. This played a significant role so13°

in the court’s opinion. This is especially true when, as here, the

form explains the consent option about which the accused orig- Admittedly, Sullivan quotes only a portion of the record, but

inally inquired?*s® his view thatRadvanskyepresents an “impromptu jettison-

ing”'*° may find a sympathetic audience among trial judges.

The courts will also look to the command representative’s The quoted language and “atmosphere” is very similar to the

ability to “explain” the consequences of a refusal. Although the language and “atmosphere” the court found objectionable in

court rejects irRadvanskyhe requirement of a “precise” expla- White!% Defense counsel may find success arg&agvansky

nation of consequences, something of an explanation isas an aberration.

expected, and inaccuracy will likely not be tolerated. Practitio- Salazar and “The Tissue of a Lie” Revisited
ners must anticipate and train commanders and NCO's in this
regard. As discussed abow’ PFC Salazar’s theft of stereo equip-

ment caused MPI to contact Mrs. Salazar at her home and say
Finally, Radvanskys significant for what it does not say. that PFC Salazar “wanted her to bring all the electronic equip-
Indeed, Judge Sullivan’s strongly worded lone dissent positsment that was at the house to the statidh.She ultimately
that Radvanskyeffectively overruledVhite andMcClain. In took the equipment to the station and then learned the police
what are, indeed, troubling excerpts from the record, Judge Sulhad lied to her. PFC Salazar never asked that she bring in the
livan highlights a picture of the First Sergeant’s conversation equipment. Mrs. Salazar, who was then eight months pregnant,
that is somewhat different from that painted by the majority: became extremely upset and threatened to kill her unborn child.
No consent form was ever signed.
MJ: Okay, at what point was there a com-

ment about the command could order a sam- Following its discussion of standing, the court recognized
ple? that the issue of consent was not ripe, because the trial court
found no standing** Consent, therefore, was not litigated.
MSgt D: Well, it was, to the best of my Nevertheless, the CAAF felt compelled to expound on the pro-
knowledge, in between the time Airman Rad- priety of deliberate misrepresentation by government authori-
vansky had become resistant to consenting ties to gain consent. The court first reminded practitioners that
on his own free will and between the time voluntary consent is examined under the totality of the circum-
when he signed the form. He--gosh . .. he stanced# The court also recognized the government’s ability

136. Id. at 232. The consent form read in part:
I know that | have the legal right to either consent to a search, or to refuse to give my consent. | understand tbahsiémtdo a search,
anything found in the search can be used against me in a criminal trial or in any other disciplinary or administrative.ptatsalunderstand
that, if I do not consent, a search cannot be made without a warrant or other authorization recognized in law . . .ci8iefpte deze my
consent, | carefully considered this matter. | am giving my consent voluntarily and of my own free will, without havindjestedsto any
coercion, unlawful influence or benefit, or immunity having been made to me . . . | have read and understand this entedgoknt\wf
my rights and grant my consent for search and seizure.
Id. at 228 n.5
137. 1d. at 232.
138. Radvanskyi5 M.J. at 228 n.5. “l also understand that, if | do not consent, a search cannot be made without a warrant or othéomauticodgrnézed in law.ld.
139. Id. at 233.
140. Id. at 232.
141. InWhitg the accused was brought by her supervisor to her commander for questioning about a confidential informant’s tip ofAiratansé/hite asked
what would happen if she did not consent. [T]he commander replied that he would then ‘command direct’ it; that he wobkt torgevide the sampleWhite
27 M.J. at 264.
142. See supraotes 19-3-and accompanying text.

143. United States v. Salazar, 44 M.J. 464, 468 (1996).

144. |d. at 467.
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to use sting operations and informants to obtain consent or td=Bl’s first request for access to transmissions was denied by
induce criminals to bring stolen goods into plain viéw. AOL which required a search warrant. AOL, anticipating the
warrant, began extracting all e-mail from a list of screen names.
The court then equated the officer’s misrepresentation of “I Evidently, AOL did this based on a list provided originally by
have consent,” with “I have a warrait™ In the court’s view, the person who later became the FBI source. While “Reddel”
the result is acquiescence, not lawful consent. The court findswas on the list, “Zirloc” was not. AOL, however, expanded the
no meaningful distinction between “I have consent” and “| have extraction to all screen names owned by each subscriber. Thus,
a warrant,” and suggests that on remand, the court below anaAOL extracted e-mail from all of Colonel Maxwell’'s screen
lyze the issue in this light. names. When the FBI returned to execute the warrant, it con-
tained only the “Reddel” screen name, not “Zirloc.” Nonethe-
Finally, after citing fairly obscure Pennsylvania Supreme less, AOL having already preset its extraction procedure based
Court precedent, the court frames the “question” as whether aon the initial list, released to the FBI e-mail from all of Colonel
soldier’s “spouse . . . may ‘depend’ upon military authorities to Maxwell's screen names. The CAAF found no evidence that
tell the truth in official matters!®® The court’s intense disap- AOL acted in bad faith or that it intentionally maneuvered
proval of such tactics is unmistakable. In fact, its desire to write “beyond the scope” of the warrant in extracting mail from both
on this issue combined with the tenor may cause the cynicalaccounts.
reader to conclude the earlier resolution of the standing issue
was, in reality, driven by the court’s outrage over the police tac-  Since incriminating evidence was seized from the “Zirloc”
tics. The chivalrous gauntlet having been thrown by the court,account, for which there was no probable cause, the court ruled
it seems clear even to the casual observer that while the court'shis evidence inadmissible unless an exception was present.
logic and analysis may be flawed and result-dri¥¥ésuch The government ultimately argued good faith, and the AFCCA
investigative tactics are forever “beyond the pai.’Agents upheld the search of “Zirloc” on this grouttd.
and investigators must be so advised.
The CAAF rejected the good faith exception. AOL’s antici-
The Good Faith Exception patory compilation of e-mail from all of Colonel Maxwell’s
screen names shows “no reliance on the language of the warrant
Maxwell Revisited: Applying the Brakes to Good Faith for the scope of the searcH* “In order for the ‘good faith’
exception . . . to apply . . . it must be clear that the agents doing
In an unexpected twist, the CAAF refused to apply the goodthe search were relying on a defective warrattThe “seizure
faith doctrine inMaxwell, resulting in the dismissal of two of the e-mail in the ‘Zirloc’ mailbox was not authorized by the
specifications®! warrantand . . . AOL did not rely on the language of the warrant
to formulate its search® It is clear AOL really relied on the
Although Colonel Maxwell had one AOL account in his list of names already in its possession--albeit the identical list
name, he had subdivided his account into four distinct screemprovided in the warrant--and their conversations with the FBI
names, which the court analogized to separate mailboxes. Therior to the search. Having rejected good faith and there being
two relevant screen names were “Reddel” and “Zirloc.” The

145. 1d. at 468.

146. Id. (citing Lewis v. United States, 385 U.S. 206, 209 (1966) (federal undercover agent who misrepresented identity on tleeatedepagrinvited to peti-
tioner’s home to execute narcotics transactions could properly seize illegal narcotics in petitioner’s home as legiteetéeloffat v. United States, 385 U.S. 293,
302 (1966) (no rights violated under Fourth Amendment by failure of government informant to disclose identity to petififaneijddionot on ‘security of the hotel
room’ to make incriminating statements, but on ‘misplaced confidence’ that informant ‘would not reveal’ statements).

147. 1d. at 469.

148. Id. at 469 (citing Commonwealth v. Wright, 411 Pa. 81, 190 A.2d 709 (1963)).

149. See, e.gid. at 470-74 (Everett, J., concurring in part and dissenting in part, and Crawford, J., dissenting).

150. “[B]eyond the limits of propriety, courtesy, protection, safety . . .aRpBv House CoLLEGE DicTionARY (1980).

151. This will necessitate a rehearing on sentence.

152. United States v. Maxwell, 45 M.J. 406, 414 (1996).

153. Id.

154. Id.

155. Id. at 420.
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no other basis for admission, the CAAF dismissed the two spec-a bridge too far.*2? Still, if the purpose of the exclusionary
ifications based on the “Zirloc” screen naffe. rule is not met, that is, to deter bad behavior, what is the reason
for the exclusion?
What is most troubling about the court’s reluctance to apply
good faith is its failure to distinguish this case from other appli-  More surprising still, however, is the Court’s insistence on
cations of the good faith doctrine. The court appears to conced@marrowing the scope of the warrant to a subscriber’s single
there is no evidence of bad faith by either AOL or the ¥BIl. screen name, here “Reddel.” The language of the warrant
Indeed, AOL in large measure used and responded to informaarguably contemplated a much broader search.
tion it had received from a private citizen, acting in his private
capacity and expressing his concern about the improper use of As the dissent points out, “[tlhe terms of the warrant autho-
the on-line service. Why exclude evidence from the Zirloc rized a search of the e-mail of ‘the below listed customers/sub-
screen name? scribers’ known by the listed screen nam&8."The court
“erroneously treats each screen name as a separaté®ser.”
Indeed, this appears to be the first CAAF good faith case that'The warrant authorized a search of the e-mail of the ‘customer/
fails to include the standard mantra discussion of the purpose ofubscriber’ using the screen nhame Reddel, but the warrant was
the exclusionary rule and the good faith exception. In previousnot limited to e-mail using that screen nartfé.”
opinions, the court has routinely explained that the exclusion-
ary rule is designed to “deter police misconduct rather than pun- The majority says itself thlaxwell“takes us into the new
ish . ..” judges, magistrates or the pofiteeIn the absence of and developing area of the law addressing the virtual reality of
bad faith, the court has repeatedly told us that the exclusionarycyberspace®® The dissent, latching onto this, highlights the
rule is not appropriate. This discussion is oddly and noticeablyessential element of the problem and the role of the good faith

missing fromMaxwell exception:

Perhaps more significant is the court’s failure to explain, The long analysis set forth by the majority
beyond the conclusory, “they didn’t rely on the warrant.” This dramatically demonstrates the difficulty of
failure can be explained by the fact that despite the absence of the issues in this case and the likelihood that
bad faith or misconduct, the CAAF was simply not inclined to reasonable minds would interpret the terms
further expand the perceived “Mack Truck” quality of the good and limitations of the warrant differently.
faith exception. Excusing a well-meaning commander in the [T]he FBI agents and AOL reasonably inter-
scope of his authority? in the probable cause determination preted the warrant to authorize the search of
itself 1% or in cases where officers reasonably rely on defective the e-mail of customers, not screen names,
warrants, is appropriaté! To now excuse a “pre-warrant” and they did so in good faith. Hence, even if
search, albeit by well-meaning “agents of the government,” is the warrant was intended to authorize
156. Id. at 423.

157. 1d. at 422.

158. United States v. Chapple, 36 M.J. 410, 413 (1993) (citing United States v. Leon, 468 U.S. 897, 916 (1984), andddnitddistas M.J. 283 (C.M.A. 1992)).

159. Id.

160. See, e.gUnited States v. Lopez, 35 M.J. 35 (C.M.A. 1992).

161. Arizona v. Evans, 115 S. Ct. 1185 (1995).

162. Again, although not articulated by CAAF, one commentator has likely expressed the CAAF’s unspoken concern as follows:
[A] broader good faith exception . . . would be perceived and treated by the police as a license to engage in the saméediutiuet. That
is, the risk in such tampering with the exclusionary rule ‘is that police officers may feel that they have been unleasbesiquently may
govern their future conduct by what passed the good faith test in court . . . rather than on the traditional Fourth Antendandsaiod probable
cause, exigent circumstances and the like . . . . [I]t fosters ‘a careless attitude toward detail on the part of law erdfiicietaen . .

WAYNE R. LAFAVE, SEARCH AND SEIZURE, A TREATISE ON THE FOURTH AMENDMENT 95-96 (1996) (citations omitted).

163. Maxwell, 45 M.J. at 434 (Gierke, J., and Crawford, J., dissenting).

164. Id.

165. Id.

166. Id.
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searches only of the listed screen names, the vided valuable guidance in the effective use of hair analysis as

search of the Zirloc e-mail was lawful the sole evidence of drug use.

because it was conducted in good fafth.

Subterfuge
While the dissent is much more helpful to counsel in under-

standing the nuances of the good faith issue, we must, in the The Problem of Euphemisms
end, look to the majority. The primary lessorMaxwellis that
good faith is not applicable simply in the absence of bad faith.  In Shoverthe CAAF upheld a urinalysis inspection intended
The exception and requisite analysis is far more rigorous than ito “either clear or not clear” personnel of drug “planting” dur-
might first appear. Unfortunately, the CAAF fails to provide ing an intimately linked criminal investigation which also
counsel even a glimpse of the “rigor” required, and we are all sought to find the “plantef™ One day, Major Adams found

left to speculate. marijuana in her briefcase and reported the discovery. OSI
cleared her and then widened the investigation to the unit.
Developments in Urinalysis Three people were identified as potential “planters.” Shover

was not among them. As OSI conducted its investigation, the

Although a relatively slow year for urinalysis in the Chief of Justice in the Office of the Staff Judge Advocate asked
courtst®® it was not without significant precedent. The most OSI if a urinalysis of the uritt would help the investigatiot?
significant caseUnited States v. Shov&®, continued the  As OSI conducted its investigation, the acting commander
CAAF’s trend of deference to the commander’s inspection accepted the suggestion from “the Judge Advocate’s office”
authority. Remarkably, the court approved a commander’sto conduct a urinalysis. The commander did so, and the
“inspection” for drug useluring an active investigation of accused tested positive for methamphetamine. At the suppres-
drugs in the same unit. In another important case, the Air Forcesion hearing, the commander said he ordered the building-wide
Court of Criminal Appeals, in a case of first impression, pro- inspection primarily to end the “finger pointing, hard feelings,”

167. Id. (Gierke, J., dissenting).

168. Recently released national statistics indicate a disturbing increase in the use of drugs, particularly more soplaisieatedietect drugs, among teenagers.
This represents a potential threat to the Army’s recruiting pool:

Cocaine: 1994-95 166% increase

Marijuana: 1992-95 141% increase
(37% in 1995)

LSD: 1992-95 183% increase

(54% in 1995)
Source: The Washington Times, 21 August 1996

The Army has also seen a modest rise in the use of certain drugs, although this is primarily attributable to improverhantsdy that allow the routine testing
of four to six drugs per sample. The totals below represent Active Army positive specimens:

1995 1996

Opiates/7 Opiates/421 (includes prescribed drugs)
PCP/0O PCP/5

Amph/339 Amph/157

Cocaine/1294 Cocaine/1262

THC/4058 THC/4111

LSD/40 LSD/13

Source: United States Army Drug & Alcohol Operations Agency
169. 45 M.J. 119 (1996).

170. For a complete discussionSfioverand its consequences, see Major Charles N. Fadigerfuge, Commander’s Intent and Judicial DefercAgey Law.,
Feb. 1997, at 41.

171. The propriety of ordering a unit wide urinalysis during an investigation for drug misconduct is certainly questidrialiase is a good illustration of the
dangers inherent in such a course of action.

172. The agent testified he did not think it would help identify who tried to frame Major Adams, but it might indicatelklerggm the unitShover45 M.J. at 120.

173. 1d. Apparently, the SJA's office conveyed the same message not only to OSI but also to the commander.
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and “tension, . . . [and] to get people either cleared or notlent argument that “the urinalysis was ordered to assist an
cleared.>™ investigation of . . . [OSI], not out of some general concern for
the well-being of the unit’® Judge Sullivan pushed even

In a disturbingly conclusory discussion, CAAF affirmed. It more, saying “[a]ny other construction of [the commander’s]

first reminded practitioners that, when deciding whether a uri- words ignores their plain meaning and renders Mil.R.Evid.

nalysis is a valid inspection, the focus is on the commdifder. 313(b) meaningless®® The omission of any response only

It then found the commander’s primary purpose was unequivo-lends credibility to the criticism th&hoveiis simply result-ori-

cal and that no person was targetéd. ented distaste of Military Rule of Evidence 313(b).

Shoverdemonstrates the court’s expansive view of a proper In addition to CAAF’s apparent dislike of Military Rule of
primary purpose in the subterfuge arena. This merely continue€vidence 313(b)Shoverdemonstrates the importance of wit-
atrend, of whictnited States v. Tayl8F is a significant recent  ness preparation. Regardless of whether one is a trial counsel
example. In upholding a urinalysis inspectionTaylor, the or defense counsel, early discussions with the commander may
court focused on the commander who ordered the urinalysisbe the key to success. Word choice in such a motion is at a pre-
and what he knew when he ordered it. The court refused tamium, and locking the commander in early may guarantee the
impute compromising “subterfuge knowledge” of subordinates success of one side or the other.
to the commandér? Indeed, the court has recently questioned
the scope of the subterfuge rule, observing that “Mil. R. Evid. Hairnetting Drugs
313(b), which makes a distinction between administrative
inspections and inspections for prosecutorial purposes, is prob- In United States v. BugPfa case of first impression, the Air
ably more restrictive than it need bg*The CAAF isnotalone  Force court upheld the use of hair analysis to prove drug use.
in its dislike of Military Rule of Evidence 313(b). The service Previous judicial encounters with hair analysis were problem-
courts have similar views. Bhover Chief Judge Dixon ech-  atic!® Bushis the first time that hair analysis was not only
oed this concern when he said, “[w]e interpret Mil.R.Evid. admitted to prove drug use, but where it was the only evidence
313(b) as we find it, not as we might like it to B&.” produced on the issue of drug use.

Most troubling abouShovetis the absence of any meaning- During a normal unit inspection, the accused provided a
ful discussion confronting the likely critiques, to include some urine sample. Months later, the lab determined that the sample
sharp dissents. The court simply fails to address the obviousvas saliné® Aware that drug use is only detectable for a short
argument that the commander’s statement “to either clear or noperiod of time in urine, the command opted for hair analysis, as
clear” individuals was merely a euphemism to identify a perpe- evidence of drug use may be present in hair for months. The
trator and prosecute. The majority ignores the dissent’s excelcommander then granted a search authorization for Bush'’s hair.

174. 1d. at 122.

175. 1d. (citing United States v. Taylor, 41 M.J. 168, 172 (C.M.A. 1994)).
176. Id.

177. 41 M.J. 168 (C.M.A. 1994).

178. 1d. at 172.

179. 1d. at 171-72.

180. United States v. Shover, 42 M.J. 753, 758 (A.F. Ct. Crim. App. 1995) (Dixon, C.J., dissenting) (quoting UnitedPat&ies 27 M.J. 522, 528 (A.F.C.M.R.
1988)).

181. Shover4d5 M.J. at 123 (Everett, S.J., concurring in part and dissenting in part).
182. Id. at 124 (Sullivan,J., dissenting).

183. 44 M.J. 646 (A.F. Ct. Crim. App. 1996ee alscStephen R. Henlefostcards from the Edge: Privileges, Profiles, Polygraphs, and Other Developments in
the Military Rules of Evidencérmy Law., April 1997, at 92.

184. United States v. Nimmer, 43 M.J. 26&0n. denied43 M.J. 409 (1995). INimmer the defense attempted to introduce the negative results of hair analysis.
The court rejected the evidence because the test would not rule out a one-time use of the drug.

185. Attrial the government introduced evidence that the accused was capable of “reverse catheterization,” replacinig this blélder with a saline solution!
Bush,44 M.J. at 647. Such an effort demonstrates just how committed some drug users are not only to their drugs, but totbsttifigehimportance of “smart”
testing cannot be exaggerated. Serious attention must be paid to selecting conscientious Drug and Alcohol Coordiniztiotisczanttlegerious observers. Further,
counsel must encourage clever testing patterns at units that will enhance the ability to detect drugs with shorter mietection ti
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The evidence was plucked and sent to the lab, where it tested

positive for cocaine. Bushis significant for many reasons, not least of which is the
lesson that efforts to avoid a urinalysis inspection should first

At trial, Bush was convicted of dereliction of duty for his be met with the re-issuance of the original lawful ordgush

original failure to provide a urine specimen and of use of is also significant because of the potential use by both trial

cocaine based on the hair test resiftdHair analysis was the  counsel and defense counsel of hair testing. Whether it serves

sole basis for the finding of use. The Air Force Court beganas corroboration or rebuttal evidence for government counsel,

with the very important lesson for practitioners that a com- or as exculpatory or client control evidence for defense counsel,

mander’s ability to simply reissue an inspection order, evenit will certainly become a fixture of our practice. The availabil-

months later, is unquestion&d. Although this was not done, ity of commercial labs willing and able to do such testing is also

the court reminded practitioners that a servicemember “facingnoteworthy:®2

avalid, random inspection . . . may [not] by his own misconduct

frustrate that inspection and require the government to produce Also of interest to both trial and defense is the issue of charg-

probable cause for any subsequent search or seiZtirdhie ing. To what extent could or should trial counsel charge long-
accused must not profit by the “delayed discovery of his subter-term use of drugs revealed in the hair follicle testing? Because
fuge.™® hair analysis shows historical use, should trial counsel charge

use on “divers occasions” or construct multiple specifications

The court wasted little time finding probable cause to sup- for artificially divided periods of time? The latter practice
port the seizure of hai® All parties conceded that the substi- almost certainly would run afoul of the rule against unreason-
tution of saline provided probable cause to authorize a searchable multiplication of charges. In the emljshwill provide
The court then took up its lengthy, instructive and thorough many new areas for counsel and the courts to explore the limits
review of the admissibility of hair analysis. Using the frame- of the law on hair analysis.
work recently announced by the Supreme Célrthe Air
Force Court found the tests performed were scientifically reli-
able and valid and, therefore, affirmed Bush'’s conviction.

186. Id. at 648.

187. Id. at 649.

188. Id.

189. Id.

190. Id.

191. Daubert v. Merrell Dow Pharmaceuticdfe., 509 U.S. 579 (19934ff'd on remand43 F.3d 1311 (9th Cir. 1995Daubertrejected the oldFrye v. United
States 293 F. 1013 (D.C. Cir. 1923), “general acceptance within the scientific community” standard and replaced it with a nemfescliastor test. The trial
judge acts as evidentiary gatekeeper when it comes to novel scientific techniques. The focus of this initial judiciahifisdigm acceptance of the scientific
proposition itself to acceptability of the methodology used to reach it. The factors the trial judge uses in makingniistietenclude: (1) whether the technique
or theory can be tested; (2) whether the technique or theory has been subjected to publication or peer review; (3)dlad Bressaizntific method; (4) the existence

of any control standards; and (5) the degree to which the technique or theory has been accepted within the scientific community

192. SeeSam RobpPrug Detection by Hair Analysig\rmy Law., Jan. 1991, at 10.
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Command Direct order at this point required a probable cause determination. The
court makes similar short work of this clever argument that
In United States v. Streetm&fi the accused was initially  “two wrongs (drug use and disobedience) don't make a right.”
reluctant to submit to a routine random urinalysis inspection. Citing two cased%® the court simply found unworkable an
The commander, who was stationed in another state, faxed approach whereby a soldier’s admission or confession and dis-
memorandum to the accused restating the order to provide abedience of an order divests a commander of the ability to
sample. Unfortunately, the commander styled the subject linecontinue an ongoing inspection. Much like limited use and
of the memo, “Commander Directed Urinalysis Té&t.1n the self-referral under AR 600-85, soldiers cannot successfully
Air Force, this phrase is a term of art whose equivalent in theself-refer as they enter the latrine with bottle in hand in the hope
Army is “fitness for duty.” Thus, at trial, the accused argued of avoiding the ongoing inspectidH.
this urinalysis was transformed into a limited use test and there-
fore not the proper subject of a court-martial. Conclusion

The court rejected this contention on the fairly simple  There are many lessons in this year’s Fourth Amendment
ground that an inartfully worded order and inadvertent mistakejurisprudence for criminal law practitioners. Counsel must
by a commander does not operate to transform an order thatlevote time to understanding not only the “new” rule regarding
merely reinforced the accused’s obligation to comply with the pretextual stops, but also the nature of expectations of privacy
original random inspection order into a fithess for duty order. and the limits of good faith. Counsel must also decide for them-
Furthermore, the commander provided convincing testimony selves to what extent they will push or risk the subterfuge enve-
that it was not her intent to transform the order. lope. It is also clear that defense counsel must be even more

vigilant in these new and expanding areas of the law. Issues of

The accused also argued that his refusal to give a sample angrivacy, standing, pretext, and euphemisms should be litigated
his comment, “I've done something stupid” following the first vigorously.
order and before the second, invalidated the subsequent inspec-
tion order because clearly he was a suspect at this'foiuny

193. 43 M.J. 752 (A.F. Ct. Crim. App. 199Byiew denied44 M.J. 270 (1996).

194. 1d. at 754.

195. Id.

196. United States v. Moeller, 30 M.J. 676 (A.F.C.M.R. 1990); United States v. Nand, 17 M.J. 936 (A.F.C.M.R. 1984).

197. xPT oF ARMY, REG. 600-85, AcoHoL AND DrRuG ABuse PREVENTION AND CoNTROL PROGRAM, para. 6-3 (21 Oct. 1988).
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