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IN MEMORIAM

Corporal Sascha Struble

19 June 1984 — 6 April 2005

Sergeant First Class Steven Day
Chief Paralegal, USASETAF
Vicenza, Italy

“We cannot dedicate, we cannot consecrate, we cannot hallow this ground. The brave men, living and
dead, who struggled here, have consecrated it, far above our poor power to add or detract. The world will
little note nor long remember what we say here, but it can never forget what they did here.”

—President Abraham Lincoln?

On 6 April 2005, a CH-47 Chinook helicopter crashed with eighteen Americans on board. On that day and in that crash,
the Judge Advocate General’s Corps lost an outstanding young Soldier—Corporal (CPL) Sascha Struble. Corporal Struble
was following in his family’s tradition of service to this nation by serving with the U.S. Army in the Global War on Terror.
On that day, CPL Struble gave his life in the defense of freedom and in the effort to bring hope and democracy to the people
of Afghanistan. Corporal Struble boarded one of two Chinook helicopters at the Forward Operating Base (FOB) Orgun-E,
where he was the battalion paralegal specialist for the Red Devils of the 1st Battalion (Airborne), 508th Infantry. After
leaving Orgun-E, a severe sandstorm limited aircraft visibility. In order to land, the pilots attempted to maneuver to a nearby
base, FOB Ghazni. The bad weather “may have caused a fatal pilot error or technical problem,”? which resulted in a crash.
All eighteen Americans on board perished.

Corporal Sascha Struble was only twenty years old when he gave his life for his country. Yet, during
the short time | knew Corporal Struble, he left an indelible mark on me. Corporal Struble was that rare
individual who could bring you to smile at any moment in the day. Corporal Struble was also a
professional, a paratrooper. His devotion to the Army, his job, and his country are without question.

-Staff Sergeant Ariel Cohen
Noncommissioned Officer in Charge, Criminal Law
U.S. Army Southern European Task Force (USASETAF)

! President Abraham Lincoln, The Gettysburg Address (Nov. 19, 1865), available at http://www.yale.edu/awweb/avalon/gettyb.htm.
2 Michael Wanbaugh, Soldier with Ties to Area Killed in Afghanistan, SOUTH BEND TRIB., Apr. 17, 2005, at C2.
®1d.
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Corporal Struble was born on 19 June 1984, in Bad Bruckeau, Germany. Patriotism runs in his family. Corporal Struble
was the son of a career military Soldier. His father, Michael Struble, retired from the Army as a master sergeant. One of
CPL Struble’s brothers, Nick Doms, is currently in the U.S. Army, and another of his brothers, Michael Struble, recently
enlisted in the U.S. Air Force. Corporal Struble is also survived by his mother, Heidi Deshazo; step-mother Teresa A.
Struble; step-father, Jeff Deshazo; brother, Tony Doms; and sisters, Courtney Struble and Jessica Doms. Corporal Struble
graduated in 2002 from Indian River High School in Philadelphia, New York, where he was a star athlete and an avid
photography student. He considered playing minor league baseball, but instead opted to follow in his father’s footsteps.
“Sascha Struble took his dad with him when he enlisted in the Army in 2002, during his senior year in high school.”

His first assignment was as a paralegal specialist for the 2/72d Armor Battalion, Camp Casey, South Korea, located just
south of the heavily armed demilitarized zone. As a young Soldier, CPL Struble grabbed every opportunity that presented
itself and was determined to leave Korea with Air Assault wings. Twice in successive months he completed all of the
eligibility requirements, including the twelve-mile road march, for Air Assault School. He later graduated and earned his
wings. Corporal Struble volunteered to go to the field whenever possible and thrived in the field environment, seeking out
training on battle tracking in the unit’s tactical operations center and joining the infantrymen on opposing force (OPFOR)
missions after hours. While in Korea, CPL Struble volunteered for and completed the “Manchu” march, an overnight
twenty-five-mile tactical foot march with full combat gear. Corporal Struble talked about his year in Korea as one of the best
in his life and always reminisced about his Army experiences there with a huge smile on his face.

He had just gotten off shift about an hour before and should have been getting ready for sleep. | asked
him what he was doing, and he said that the infantry guys said he could go on an OPFOR mission with
them. He was sweating, standing in mud almost to the top of his boots, had a full ruck, his weapon, and
was grinning ear to ear. That is the type of Soldier he was.

-Staff Sergeant Allen J. Foster
Noncommissioned Officer, 2d Infantry Division

After finishing his tour in Korea, CPL Struble again requested an overseas assignment—1st Battalion (Airborne), 508th
Infantry, Vicenza, Italy,—in hopes of earning his Airborne wings and of getting deployed. He accomplished both of these
tasks in addition to handling all the military justice actions out of his battalion. Corporal Struble was extremely motivated
and always eager to share the workload of the other paralegals. He never called it a day before his noncommissioned officers
and always made sure the judge advocates were “good-to-go” before leaving.

Corporal Struble deployed to Afghanistan in February 2005 in support of Operation Enduring Freedom VI. Based on his
motivation and genuine concern for taking care of the Soldiers in his battalion, both his battalion commander and his
command sergeant major fought to have him assigned with their unit at Orgun-E.

Due to his outstanding professionalism, hard work, and attention to detail, we fought hard to have
CPL Struble forward deployed to us in Orgun. He was a true combat multiplier who took great care of our
Soldiers and motivated all those around him to be all they could be.

-Lieutenant Colonel Timothy McGuire
Commander, 1/508th Infantry Battalion

Corporal Struble could not have been more excited to receive the news. He was finally getting to work with his battalion
in the field, as he had always wanted, and he was going to be stationed with them at a remote forward operating base in
Orgun-E, where he hoped he would again have the opportunity to improve his soldiering skills by working alongside the
infantrymen in his unit. Corporal Struble’s battalion was assigned to a brigade of the 82d Airborne Division, and at the time
of his death, CPL Struble was the only solo-operating paralegal in the Combined-Joint Task Force 76 area of operations.
While deployed, CPL Struble continued to perform in an excellent manner.

His motivation and great attitude were models for other Soldiers. Corporal Struble had remarkable character—he was
honest, trustworthy, and genuinely cared about people. Always giving one hundred and ten percent, CPL Struble was
extremely proactive and was constantly helping his unit and fellow Soldiers with their legal issues at Orgun-E.

I was comforted to know that he was located at the battalion task force forward operating base, as |
knew that the battalion was in fully capable hands. Corporal Struble's death made us all evaluate our
environment and ourselves. . . . Corporal Struble was the epitome of what a young Soldier should be. He

* Elizabeth Holes, LaPorte County Native Killed in Afghanistan, NWITimes.com (northwest Ind.), Apr. 16, 2008, http://nwitimes.com/articles/2005/04/16/
news/top_news/0d17ad0f3bd1786256fe50015cf7e.txt.
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was enthusiastic, smart, dedicated, and caring. He wanted to make the world a better place, and he wanted
to help his buddies. We all evaluated ourselves against Corporal Struble, and we all realized that we came
up short in one respect or another.

-Colonel Kelly Wheaton
Staff Judge Advocate, USASETAF

To know CPL Struble was to know what is good about Soldiers. During his short career in the U.S. Army, he earned the
Bronze Star, Purple Heart, Army Achievement Medal, National Defense Service Medal, Afghanistan Campaign Medal,
Global War on Terrorism Medal, Korean Service Medal, Overseas Service Ribbon, and the Army Service Ribbon. He was
also authorized to wear the Air Assault and Parachutist Badges.

It was CPL Struble’s confidence and inner strength, however, that set him apart. He was truly the All-American patriot;
great at sports, quick with a laugh, and always the life of any social event. Corporal Struble had that very rare quality to
somehow be both happy-go-lucky and a serious, professional paratrooper.

One look, and you knew he was bound for greatness. He was the person you always wanted on your team no matter
what you were doing. His confidence was infectious. He had the uncanny ability to ease tense situations while maintaining
focus on the task at hand. Nothing was too hard, no distance too great; he made everything look easy. His presence really
made you better than you are.

Whether on the PT field, basketball court, or office environment, CPL Struble always provided
motivation for me to give just a little more. A true American and great warrior, he passed doing what he
loved most, and | will be forever a better person as a result of my association with CPL Sascha Struble.

-Chief Warrant Officer 3 Jeffery Martin
Legal Administrator, USASETAF

That day in Afghanistan, | lost a fellow warrior, | lost a paralegal, | lost a friend, and | lost a little
brother. Sascha’s death was a big blow to the Corps and a big blow to me personally. We lost a comrade
who was destined for so much. He truly could have walked with giants.

-Sergeant First Class Steven Day
USASETAF Chief Paralegal

Overseas locations and small offices bring everyone a little closer together. Corporal Struble made an indelible
impression on everyone in the Southern European Task Force (Airborne) and the 173d Airborne Brigade.

It is unanimous; he was an incredible Soldier, friend, and man, and each of us are blessed by having him in our lives, if
only for a brief time. Farewell Sascha, you will not be forgotten.

Good friends are hard to find, harder to leave and impossible to forget. Sascha was a great man and
even better friend to us all. My wife and I will miss you. Life will not be the same where ever we go; we
will surely miss you. Until we meet again, the foot prints you left on my heart will be felt for the rest of my
days.

-Sergeant Jeremy Campbell
1/508th Infantry Battalion Paralegal NCO
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Foreword

Lieutenant Colonel Patricia A. Ham
Professor and Chair, Criminal Law Department
The Judge Advocate General’s Legal Center & School
Charlottesville, Virginia

Welcome to the eleventh annual Military Justice Symposium. In two volumes of The Army Lawyer, the faculty of the
U.S. Army Judge Advocate General’s School’s Criminal Law Department and two military judges endeavor to explain and
explore the most significant military criminal law and procedure decisions of the 2005 term of court. Our goal is not to
discuss every case from the last term that the service courts of criminal appeals, the Court of Appeals for the Armed Forces,
and the Supreme Court of the United States issued, but instead to identify the most significant cases from those courts,
explain their importance to military justice practice, and identify applicable trends.

This first volume of the Military Justice Symposium discusses cases involving the Fourth and Fifth Amendments,
Instructions, Pretrial Procedures, and Evidence. The second volume will address cases involving the Sixth Amendment, as
well as Crimes and Defenses, Sentencing and Post-Trial, and Unlawful Command Influence. In addition, in the second
volume Major (MAJ) Jon Jackson will discuss new regulatory requirements for Army practitioners in the area of improper
senior-subordinate relationships.

As a preview to the outstanding articles found in this year’s Symposium, 1 will briefly summarize the highlights of each
article. Lieutenant Colonel (LtCol) Mark Jamison, the department’s Marine representative, discusses cases involving the
Fourth Amendment in his first article as a Professor in the Criminal Law Department. According to LtCol Jamison, to
outward appearances all was seemingly quiet on the Fourth Amendment front for the Court of Appeals for the Armed Forces
(CAAF) 2005 term. The court decided only one Fourth Amendment case. Though United States v. Bethea® broke new
ground in refining further the quantum of evidence needed to establish probable cause for a search authorization, the CAAF’s
2005 term represents a Fourth Amendment incubation period for two potentially groundbreaking cases in 2006 as the CAAF
continues to tackle search and seizure issues surrounding computers. The most important case pending decision in the 2006
term may be United States v. Long.? In Long, the Navy Judge Advocate General certified to the CAAF the question of
whether a servicemember has a reasonable expectation of privacy in government e-mail. The CAAF will also consider in
United States v. Conklin® whether a servicemember’s consent is truly voluntary if he is not informed about an earlier
constitutional violation prior to giving his consent to search his computer.

The U.S. Supreme Court did not significantly expand Fourth Amendment jurisprudence during its 2005 Term. The
Court decided two cases early in the 2004 Term, and LtCol Ernie Harper addressed those cases in last year’s Symposium.* In
addition to those cases, the Court decided in Muehler v. Mena® whether law enforcement officials armed with a search
warrant may detain the occupant of a residence by using handcuffs during the search’s execution. The Fourth Amendment
cases on the horizon for the Court’s 2006 Term promise to break new ground and reconcile significant splits among the
various judicial circuits. First, the Supreme Court will decide in Georgia v. Randolph® whether an occupant may give lawful
consent to search a home if another occupant who is also present objects to the search. Second, the Court will consider in
Michigan v. Hudson” whether the inevitable discovery doctrine creates a per se exception to the exclusionary rule in the event
of a “knock and announce” warrant violation.

Lieutenant Colonel (LTC) Chris Fredrikson writes about the most significant cases involving the Fifth Amendment.
Noting that last year was a relatively uneventful year in the area of self-incrimination law, LTC Fredrikson’s article reviews
two cases in which the military courts applied the basic principles of self-incrimination law: first, in United States v.

' 61 M.J. 184 (2005).
2 61 M.J. 539 (N-M. Ct. Crim. App. 2005).
® ACM 35217, 2004 CCA LEXIS 290 (A.F. Ct. Crim. App. Dec. 30, 2004) (unpublished), rev. granted, 2005 CAAF LEXIS 758 (July 13, 2005).

* Devenpeck v. Alford, 543 U.S. 146 (2004) (articulating an objective probable cause test for a warrantless arrest); lllinois v. Caballes, 543 U.S. 405 (2005)
(holding that a dog sniff during an otherwise lawful traffic stop does not implicate the Fourth Amendment).

® 125 S. Ct. 1465 (2005).
® 125 'S. Ct. 1840 (2005).

7 125 S. Ct. 2964 (2005).
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Bresnahan,® the CAAF looked at the totality of the circumstances in determining that the statements at issue were voluntary:
and second, in United States v. Rittenhouse,’ the Army Court of Criminal Appeals (ACCA) applied clearly established law in
holding that, following a valid waiver, law enforcement agents have no duty to clarify a suspect’s ambiguous invocation of
his right to remain silent and may continue questionning the subject. Finally, LTC Fredrikson discusses United States v.
Finch,™ a case in which the CAAF granted review of an issue of utmost importance to the military practitioner: whether the
thirty-year-old ruling in United States v. McOmber,** establishing a notification to counsel requirement, continues to properly
state the law in light of subsequent Supreme Court jurisprudence and changes to Military Rule of Evidence (MRE) 305(e).*?

Major De Fleming turns in her second article in the pretrial procedures area, which covers pleas and pretrial agreements,
voir dire and challenges, and court-martial personnel. According to MAJ Fleming, the CAAF’s most important and
controversial decision this term in the area of court-martial personnel set limitations on a military judge’s consideration of
collateral matters in crafting a sentence.”® In the area of voir dire and challenges, the CAAF issued a ground-breaking
decision that the mandate of military judges to liberally grant challenges for cause applies only to defense challenges.™
Likewise, the President, by executive order, drastically altered the voir dire landscape by amending Rule for Courts-Martial
(RCM) 912(f)(4), the “But For Rule,” to “preclude further consideration of the challenge of [an] excused member upon later
review” if that panel member is peremptorily excused by either party.® In the pleas and pre-trial agreements arena, the
appellate courts, as in years past, continue to reverse findings, sentences, or both, because the record of trial lacks a sufficient
factual predicate outlining the accused’s criminal misconduct. Additionally, the CAAF expanded the scope of legal issues
deemed not waived by an accused’s unconditional guilty plea.*

Major Chris Behan discusses and analyzes significant military appellate cases from the CAAF and the service appellate
courts, proceeding sequentially through the MRE. This year’s term features cases concerning the proper preservation of
objections under MRE 103, the independent source rule for the corroboration of a confession under MRE 304(g),*® logical
and legal relevance under MREs 401™ and 403,%° uncharged misconduct under MRE 404(b),* sexual propensity evidence
under MRE 413,% the joint-participant exception to the marital communications privilege of MRE 504,% impeachment under
MRE 613,% expert testimony under MREs 702%° and 704,% adoptive admissions and MRE 801(d)(2)(B),?’ the public records

& 62 M.J. 137 (2005).
® 62 M.J. 509 (Army Ct. Crim. App. 2005).

% No. 200000056, 2005 CCA LEXIS 77 (N-M Ct. Crim. App. March 10, 2005) (unpublished), rev. granted, 2005 CAAF LEXIS 1345 (Nov. 14, 2005).

1

=y

1 M.J. 380 (C.M.A. 1976).
2 MANUAL FOR COURTS-MARTIAL, UNITED STATES, MIL. R. EVID. 305(e) (2005) [hereinafter MCM].

3 United States v. McNutt, 62 M.J. 16 (2005).

1 United States v. James, 61 M.J. 132 (2005).

15 See Exec. Order No. 13,387, 70 Fed. Reg. 60697 (Oct. 18, 2005); MCM, supra note 12, R.C.M. 912(f)(4).

%6 United States v. Farley, 60 M.J. 492 (2005) (suppression motion); United States v. Mizgala, 61 M.J. 122 (2005) (litigated Article 10 motion).
' MCM, supra note 12, MiL. R. EVID. 103.

8 1d. MIL. R. EVID. 304(g).

9 1d. MIL. R. EVID. 401.

% 1d. MiL. R. EVID. 403.

2L |d. MIL. R. EVID. 404(b).

2 1d. MIL. R. EVID. 413.

% 1d. MiL. R. EvID. 504.

% 1d. MIL. R. EVID. 613.

% 1d. MIL. R. EVID. 702.

% 1d. MiL. R. EVID. 704

7 |d. MIL. R. EVID. 801(d)(2)(B).
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exception to the hearsay rule of MRE 803(8),”® and statements against interest under MRE 804.2°

According to MAJ Behan, the strongest evidentiary trend in the 2005 term of court was the CAAF’s struggle to establish
the boundaries of logical and legal relevance in trials by court-martial. The CAAF wrestled with issues involving the basic
definition of logical relevance,® the limits of legal relevance,® and whether specific evidentiary prohibitions should prevent
logically relevant evidence from being admitted at trial.*> The CAAF appears ideologically fractured and inconsistent on
issues of relevance, making it very difficult for practitioners and military judges to apply the plain language of the MRE in
making admissibility determinations.

Rounding out Volume | of this year’s Symposium, two members of the U.S. Army Trial Judiciary, Colonel Michael
Hargis and LTC Timothy Grammel, both former Criminal Law faculty members, provide an update on developments in
instructions from the 2005 term. Colonel Hargis and LTC Grammel address instructional issues, including the lawfulness of
military orders, conspiracy cases involving a lesser-included offense, the continuing issue of charges on divers occasions,
mental responsibility, commenting on the accused’s right to remain silent, and others.

The past term saw substantial changes to the Manual for Courts-Martial, both through executive order changes® and
legislative amendments to the Uniform Code of Military Justice (UCMJ).** Lieutenant Colonel Mark Johnson addresses
these changes and other significant developments in substantive crimes and defenses in the second volume of this year’s
Symposium. These developments include a much different treatment of rape and sexual assault under the UCMJ, significant
changes to the statute of limitations, and several changes or additions to the enumerated Article 134 offenses. The CAAF
delivered several important holdings this term interpreting the limits of the general article—Article 134—and applicable
federal statutes, most notably in the area of child pornography. These decisions have an enormous impact on charging child
pornography offenses overseas and arguably impact the use of other federal statutes under clause 3 of Article 134. The
CAAF continued its trend in the area of modification, setting aside specifications after findings by exceptions and
substitutions left no basis for appellate review; once again, the CAAF sent clear guidance of the need for certainty as to
which single act of misconduct forms the basis of a modified “divers” occasions specification. Lieutenant Colonel Johnson
also addresses the CAAF and service court opinions concerning inchoate crimes, indecent acts, sodomy, homicide, drug
offenses, obstruction of justice, and military offenses.

Major Mike Holley addresses a host of developments in Sixth Amendment law over the course of the last year with an
emphasis on the Confrontation Clause. The article begins with an examination of when an accused may waive or forfeit his
right to confrontation. United States v. Mayhew® and United States v. Jordan® serve as starting points for a discussion of
forfeiture. United States v. Campbell*” looks at the issue of physical production of witnesses while United States v. Rhodes®

% |d. MIL. R. EVID. 803(8).

% |d. MIL. R. EVID. 804.

% For example, in United States v. Berry, a majority of the CAAF found the appellant’s uncharged acts of sexual misconduct logically relevant under MREs
401 and 402 but not legally relevant for the purposes of MRE 403 and 413. A concurring opinion argued, however, that the evidence could not be logically
relevant unless it was also legally relevant. Berry, 61 M.J. 91, 98-99 (2005) (Crawford, J., concurring).

31 Compare United States v. Rhodes, 61 M.J. 445 (2005) (holding that evidence that a key government witness suddenly forgot his testimony shortly after
meeting with appellant and his attorney was more prejudicial than probative when admitted as uncharged misconduct evidence to show appellant’s
consciousness of guilt), with United States v. Hays, 62 M.J. 158 (2005) (affirming the admission of numerous pornographic pictures and e-mails against the
appellant in a solicitation case and asserting that the evidence, while highly prejudicial, was extremely probative on the issue of intent to solicit another
person to have sex with a child in order to create pornographic images of it).

%2 |n United States v. Brewer, the majority held (and a blistering dissent excoriated them for so holding) that logical relevance and the Due Process Clause of
the Fifth Amendment trumped the plain language of MREs 404 and 405 in drug cases involving the permissive inference of wrongful use. 61 M.J. 425
(2005).

* See Exec. Order No. 13,387, 70 Fed. Reg. 60697 (Oct. 18, 2005).

% Department of Defense Authorization Act, 2006, Pub. L. No. 109-163, 119 Stat. 3136 (2006).

% 380 F. Supp. 2d 961 (S.D. Ohio 2005).

% 2005 U.S. Dist. LEXIS 3289 (D. Colo. 2005).

%7 No. 200020190 (Army Ct. Crim. App. 28 June 2005) (unpublished).

8 61 M.J. 445 (2005).
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examines the concept of legal availability of government witnesses. In United States v. Yates,* the Eleventh Circuit
addressed the important topic of the appropriate use of producing adult witnesses by remote means. Major Holley discusses
Yates and provides some suggestions on the use of remote testimony at various stages of trial. In United States v. Israel*® and
United States v. James,*” the CAAF analyzes the appropriate limits that may be placed upon cross-examination within the
context of the Confrontation Clause.

Major Holley’s article also discusses the recurrent and thorny issue of hearsay and the Confrontation Clause. Courts
throughout the country continue to struggle mightily to answer the fundamental question posed by Crawford v.
Washington*’—how does one define “testimonial™? Fortunately, military courts provided some answers to this question this
past term, as have several other jurisdictions. In United States v. Scheurer,* the CAAF took up Crawford's question directly,
providing the military practitioner valuable clues as to how to answer the "testimonial™ question as well as an analytical
framework for addressing Crawford issues generally. In United States v. Coulter,* the Navy Marine-Corps Court of
Criminal Appeals addressed the Crawford question in the context of child sex abuse and the unavailable child witness. Major
Holley’s article examines these decisions as well as other military cases. Additionally, MAJ Holley considers important state
court opinions dealing with interesting attempts to answer the fundamental Crawford question.”> Finally, with regard to
Crawford jurisprudence, MAJ Holley briefly examines two cases pending before the U.S. Supreme Court, cases that
hopefully will address the difficulties inherent in the Crawford opinion.*® Based upon these cases and others, MAJ Holley
provides a suggested analytical framework for practitioners wrestling with these issues.

Major John Rothwell addresses new decisions in sentencing and post-trial in his first article for the Symposium. In the
area of sentencing, the CAAF clarified that evidence of rehabilitative potential under RCM 1001(b)(5)(D) does not apply to
defense mitigation evidence and specifically does not preclude testimony that a witness would willingly serve with an
accused again.*” In the post-trial arena, the CAAF set aside a bad-conduct discharge where an appellant was able to
demonstrate on-going actual prejudice by showing that his ability to have his employment application considered was
hindered due to the lengthy post-trial delay, and in so doing, the court found a denial of due process resulted from the delay,
an area where CAAF can actively participate in the post-trial delay arena under its jurisdiction as proscribed by Article 67.%°

Finally, I will discuss cases from the last term in the unlawful command influence (UCI) areas. Although the CAAF did
not decide any UCI cases in its 2005 term of court, the service courts issued interesting and potentially significant opinions
involving UCI by a staff judge advocate® and trial counsel.”® In addition, the Navy-Marine Court of Criminal Appeals noted
a disturbing trend of intemperate remarks by commanders, which the court addressed in a series of unpublished opinions.
These opinions have no precedential value, but do serve as a warning and reminder to judge advocates to be proactive in this
critical area of military justice practice.

On a personal note, four fine officers depart the Criminal Law Department this summer. Lieutenant Colonel Fredrikson
moves to V Corps as the Chief of Criminal Law and will soon deploy to Iraq in support of Operation lIraqi Freedom; MAJ
Jackson moves to the District of Columbia area; and two officers, MAJ Behan and MAJ Holley, made the difficult decision
to leave the Army. Major Behan is departing to be a full-time Professor of Law at Southern Illinois University School of
Law, and MAJ Mike Holley joins a litigation law firm in Texas. All four of these officers leave the Department, and the

3

[}

438 F.3d 1307 (11th Cir. 2006).

4

S

60 M.J. 485 (2005).

4

a

61 M.J. 132 (2005).

4

N}

541 U.S. 36 (2004).

4

@

62 M.J. 100 (2005).

4

=

62 M.J. 520 (N-M Ct. Crim. App. 2005).
% State v. Siler, 843 N.E.2d 863 (Ohio Ct. App. 2005); State v. Bobadilla, 709 N.W.2d 243 (Minn. 2006).

4 Hammon v. Indiana, 126 S. Ct. 1133 (2006); Davis v. Washington, 126 S. Ct. 1457 (2006).

4

k]

United States v. Griggs, 61 M.J. 402 (2005).

4

%

United States v. Jones, 61 M.J. 80 (2005); see UCMJ art. 67 (2005).

4

©

United States v. Lewis, 61 M.J. 512 (N-M. Ct. Crim. App. 2005), rev. granted, 2006 CAAF LEXIS 117 (Jan. 19, 2006).

5

S

United States v. Mallett, 61 M.J. 761 (A.F. Ct. Crim. App. 2005).
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practice of military justice throughout the Department of Defense, better for their efforts. It was a pleasure and honor to
serve with them.
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New Developments in Search & Seizure Law

Lieutenant Colonel M. K. Jamison, U.S. Marine Corps
Associate Professor, Criminal Law Department
The Judge Advocate General’s Legal Center and School, U.S. Army
Charlottesville, Virginia

“You’ve got to be very careful if you don’t know where you are going
because you might not get there.””*

Introduction

The October 2004 Term of the U.S. Supreme Court and the 2005 Term of the Court of Appeals of the Armed Forces
(CAAF) a period marked largely of consolidation and reiteration of the Fourth Amendment’s fundamental benchmark
measure of probable cause as an objective metric.> On the horizon, however, are several cases pending before the
Supreme Court and the CAAF that may significantly change the legal landscape of search and seizure law. The
potentially most significant case could be handed down by the CAAF, because the Navy Judge Advocate General has
requeséted that the CAAF rule on a servicemember’s reasonable expectation of privacy in government electronic mail (e-
mail).

This article addresses one of the four search and seizure cases the Supreme Court handed down during its October 2004
Term and provides a preview for two upcoming search and seizure cases for the Supreme Court’s October 2005 Term.* The
article also analyzes several significant cases from the CAAF and the service courts of criminal appeals. The primary focus
of the military cases analyzed in this article deal with search and seizure concepts surrounding computers and other electronic
media. In the 1967 case of Katz v. United States,” the Supreme Court fundamentally changed Fourth Amendment
jurisprudence by establishing a threshold expectation of privacy requirement prior to receipt of any protection under the
Amendment. In this regard, Part | of this article begins with an examination of three cases from the Navy-Marine Corps
Court of Criminal Appeals (NMCCA) that analyze this threshold expectation of privacy requirement within the context of

' Yogi Berra, Yogi Berra Quotes: “Yogi-isms,” http://www.umpirebob.com/DATA/yogiisms.htm (last visited Mar. 29, 2006).

2 The U.S. Supreme Court’s October 2004 Term began on 4 October 2004 and ended 3 October 2005. See Supreme Court of the United States, 2004 Term
Opinions of the Court, http://www.supremecourtus.gov/opinions/ 04slipopinion.html (last visited Mar. 29, 2006). The CAAF 2005 term began on 1 October
2004 and ended 30 September 2005. See U.S. Court of Appeals for the Armed Forces, Opinions & Digest, http://www.armfor. uscourts.gov/Opinions.htm.
(last visited Mar. 29, 2006).

® The issue of whether a servicemember has a reasonable expectation of privacy in computers generally, and e-mail specifically, has remained largely an
open question. See, e.g., Lieutenant Colonel Michael R. Stahiman, New Developments in Search and Seizure: A Little Bit of Everything, ARMY LAW., May
2001, at 24 (questioning whether servicemembers have a reasonable expectation of privacy when using a government computer for private and personal
purposes); Lieutenant Commander Rebecca A. Conrad, Searching for Privacy in All the Wrong Places: Using Government Computers to Surf Online, 48
NAv. L. REV. 1 (2001) (concluding that servicemembers have, at best, a limited expectation of privacy in their private use of a government computer). But
see U.S. DEP’T OF THE ARMY, REG. 25-2, INFORMATION ASSURANCE ch. 4, sec. 4-5, para. r(2) (14 Nov. 2003) (creating a regulatory expectation of privacy
with respect to law enforcement activities whenever a Soldier uses Army information systems).

* Two of the search and seizure cases out of the Supreme Court’s October 2004 Term were already masterfully explained and analyzed in the 2005 Military
Justice Symposium. Lieutenant Colonel E. A. Harper, Defending the Citadel of Reasonableness: Search and Seizure in 2004, ARMY LAwW., Apr. 2005, at
47-64. For an in-depth analysis of Devenpeck v. Alford, 543 U.S. 146 (2005) and lllinois v. Caballes, 543 U.S. 405 (2005), please consult Lieutenant
Colonel Harper’s article. The Devenpeck case established a firm and unanimous rebuke of the Ninth Circuit Court of Appeals’s attempt to create a
subjective metric for measuring probable cause. Sergeant Devenpeck arrested Mr. Alford for a violation of the Washington State Privacy Act; however,
under the facts in Devenpeck, a Washington State Court-of-Appeals decision had previously held that Mr. Alford’s conduct (surreptitious tape recording of
Sergeant Devenpeck without his knowledge and consent) was not a crime under Washington State law. See Devenpeck, 543 U.S. at 151. Based on this fact,
the Ninth Circuit held that Sergeant Devenpeck’s arrest violated Mr. Alford’s civil rights because it was a warrantless arrest premised on an act that was not
a crime. The Ninth Circuit refused to consider Sergeant Devenpeck’s alternative argument that probable cause existed to arrest Mr. Alford for other offenses
because these unarticulated offenses (at the time of the arrest) were not “closely related” to the articulated arresting offense. Id. at 152. In a unanimous
opinion, the Supreme Court reversed, holding that probable cause is an objective metric based on all facts available at the time of the arrest. In this regard,
the subjective intent or subjective articulation of offenses on the part of an arresting officer is immaterial so long as the facts support probable cause to arrest.
Id. at 153. Accordingly, the Supreme Court remanded the Devenpeck case to the Ninth Circuit for a determination whether the objective facts supported
probable cause to arrest. In Caballes, the U.S. Supreme Court held in a six to two opinion (Rehnquist, CJ., took no part in the decision) that a dog sniff by a
well-trained narcotics-detection dog “discloses only the presence or absence of narcotics, a contraband item.” 1d. at 409 (quoting United States v. Place, 462
U.S. 696, 707 (1983)). Thus, a dog sniff is not a search because no person has a legitimate expectation of privacy in contraband. Critical to the Court’s
determination was that the duration of the traffic stop was reasonable as the dog sniff occurred while the officer who stopped Mr. Caballes was still writing
the speeding ticket. 1d. at 408-09. In dicta, the Supreme Court suggested that the dog sniff could have been unreasonable if Mr. Caballes had been held as a
result of the lawful traffic stop for an unreasonably long period (e.g., to accomplish the dog sniff), so as to constitute an unconstitutional seizure). The
remaining Fourth Amendment case, Brousseau v. Haugen, 543 U.S. 194 (2004), had relatively little applicability to the military justice process in that it
dealt with the legal parameters of qualified immunity.

® 389 U.S. 347 (1967).
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computers and other digital information. Part | further discusses the consent exception to the Fourth Amendment when
dealing with computers and digital information. Part Il turns to an evaluation of the quantum of evidence needed to establish
probable cause and how far law enforcement officials may go in detaining personnel when executing a search. Finally, Part
I11 concludes with a look ahead to two significant cases pending before the Supreme Court that could have a lasting effect on
search and seizure.

Part I: Computers and Digital Media

In 2005, the majority of military appellate cases dealing with the Fourth Amendment sought to formulate a reasonable
expectation of privacy construct for e-mail and other types of digital information. It has been largely settled that a
servicemember does not have a reasonable expectation of privacy in government-issued computer hardware;® however, there
is little military jurisprudence that addresses a servicemember’s privacy expectation in digital information stored on, or
accessed through, a computer. This year, the NMCCA led the way in two published cases: one dealt with whether an
accused had a reasonable expectation of privacy in non-content subscriber information typically given to an Internet service
provider (e.g., name, address, and credit card number);’ the other case explored whether an accused has a reasonable
expectation of privacy in the content of government e-mail 2

A. Expectation of Privacy in Non-Content Subscriber Information

The NMCCA broke new ground in military jurisprudence when it considered Fourth Amendment applicability to non-
content digital information. In United States v. Ohnesorge,’ the NMCCA held that a servicemember has no reasonable
expectation of privacy in subscriber information that has been provided to a commercial Internet site.*

Sergeant (Sgt) Jeffrey S. Ohnesorge, U.S. Marine Corps, was convicted of violating a general order by using his
government-issued computer to download pornography, in violation of Article 92, Uniform Code of Military Justice
(UCMJ).* A drilling reservist had been using Sgt Ohnesorge’s government-issued computer to conduct official business
during his drill period when he inadvertently discovered both adult and child pornography on the computer hard drive.? At
the time the pornography was discovered, Sgt Ohnesorge was the unit’s Information System Coordinator, responsible for the
unit’s software and hardware computer support.”® The images had been stored on the “G drive,” a password-protected shared
drive that was accessible by other computers on the network.** Marine Corps officials conducted a forensic examination of
the computer in question and determined that the images had been downloaded from an Internet site named EasyNews.com,
which El Dorado Sales, Inc. (El Dorado) owned and operated.”® The investigation also revealed that all the pornographic
images had been downloaded from EasyNews.com through the user name “RuhRowRagy@AOL.com.”*®

® See, e.g., United States v. Tanksley, 50 M.J. 609, 620 (N-M. Ct. Crim. App. 1999) (holding that there is no reasonable expectation in a government-issued
computer laptop “even if capable of being secured” by the servicemember), aff’d, 54 M.J. 169 (2000); United States v. Plush, No. 35134, 2004 CCA LEXIS
230 (A.F. Ct. Crim. App. September 21, 2005) (unpublished) (holding that Captain Plush had no reasonable expectation of privacy in his government-issued
laptop when he turned the laptop into the computer maintenance section for repair). Although, the CAAF affirmed the Tanksley case, its dicta seems to
suggest that perhaps servicemembers may have a reasonable expectation of privacy in a government computer. The CAAF stated that Navy Captain
Tanksley “had, at best, a reduced expectation of privacy” in his computer. Tanksley, 54 M.J. at 172. Unfortunately, the CAAF did not explain what it meant
by a reduced expectation of privacy.

" United States v. Ohnesorge, 60 M.J. 946 (N-M. Ct. Crim. App. 2005).
® United States v. Long, 61 M.J. 539 (N-M. Ct. Crim. App. 2005).

° Ohnesorge, 60 M.J. 946.

19 1d. at 948.

' 1d. at 946.

12 1d. at 947. It was common practice within the unit work spaces to have drilling reservist use computers that had been issued to permanent personnel.
Bd.

*1d.

5 Id. The pornographic images had been downloaded from the following newsgroups: sex.preteen and sex.teens. A newsgroup is a continuous public
discussion forum about a particular topic. Newsgroups, unlike forum or discussion boards, are decentralized. This means that messages and images are

replicated to servers worldwide. See PRESTON GRALLA, HOW THE INTERNET WORKS 107 (7th ed. 2004).

% Ohnesorge, 60 M.J. at 947.
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Unrelated to Sgt Ohnesorge’s case, the U.S. Customs Service had been conducting an investigation into possible
distribution of child pornography through EasyNews.com.!” The staff judge advocate (SJA) for Sgt Ohnesorge’s general
court-martial convening authority contacted U.S. Customs Service Special Agent (SA) Judith Coulter to inform her of the
Naval Criminal Investigative Service (NCIS) investigation into the child pornography images downloaded through
EasyNews.com by someone identified as “RuhRowRagy@AOL.com.”® As part of her larger investigation, SA Coulter
visited Mr. Jeff Minor, President of El Dorado, and requested, among other things, any subscriber information for the user
name “RuhRowRagy@AOL.com.”* Special Agent Coulter assured Mr. Minor that she would provide him with the
applicable administrative subpoena for the requested subscriber information.?’ Mr. Minor requested she call her office to
verify that an administrative subpoena or summons would be forthcoming, and after she complied with the request, Mr.
Minor provided her with subscriber information related to “RuhRowRagy@AOL.com.”?* A search of El Dorado’s database
revealed that a Jeff Ohnesorge had used “RuhRowRagy@AOL.com” to subscribe to EasyNews.com.?> Mr. Minor also gave
SA Coulter the service activation date and credit card number that Sgt Ohnesorge had used to purchase his account with
EasyNews.com.” Armed with this information, SA Coulter provided the subscriber information to the SJA and to NCIS;*
however, it was not until two weeks after she received this information that SA Coulter provided Mr. Minor with a U.S.
Customs administrative summons requesting the subscriber information “associated with ‘RuhRowRagy@AOL.com.””®

At trial, Sgt Ohnesorge unsuccessfully moved to suppress the EasyNews.com subscriber information arguing he had a
reasonable expectation of privacy in that information.* On appeal, Sgt Ohnesorge argued that the military judge erred in
denying his motion to suppress, advancing two theories. First, he asserted he had a reasonable expectation of privacy in his
subscriber information with EasyNews.com; therefore, Mr. Minor’s release of the information without a search warrant,
premised on probable cause, constituted an unreasonable search under the Fourth Amendment and Military Rule of Evidence
(MRE) 311.%" Second, he argued that SA Coulter obtaining his subscriber information without a warrant or similar authority
violated his rights under the Electronic Communications Privacy Act (ECPA).?

To assert Fourth Amendment protection against unreasonable searches and seizures, a servicemember must demonstrate
a reasonable expectation of privacy in the place to be searched or item to be seized.” Noting this to be an issue of first
impression in the military, the NMCCA, citing the CAAF’s opinion in United States v. Allen® and two other federal cases,
held that there is no reasonable expectation of privacy in subscriber information provided to a commercial Internet service

7d.
8 d.

9 1d. at 948. An Internet search using the Google search engine reveals that EI Dorado is headquartered in Phoenix, Arizona. See Eldorado,
http://www.eldosales.com/ (last visited Mar. 29, 2006).

% Ohnesorge, 60 M.J. at 948.

2

s

Id. At the time of her conversation with Mr. Minor, SA Coulter did not have a summons, subpoena, or search warrant for the requested information. Id.
2 1d.
2 d.
% d.
% 1d.

% 14, at 947.

27 |d. at 948; see MANUAL FOR COURTS MARTIAL, UNITED STATES, MIL. R. EVID. 311 (2005) [hereinafter MCM].

% Ohnesorge, 60 M.J. at 948. Specifically, Sergeant Ohnesorge alleged a violation Title Il of the Electronic Communications Privacy Act (ECPA), 18
U.S.C.S. 88 2510-2711 (LEXIS 2006). Title 1l of the ECPA has been referred to by several commentators as the “Stored Communications Act.” See Orin
Kerr, The Future of Internet Surveillance Law: A Symposium to Discuss Internet Surveillance, Privacy and the USA PATRIOT Act: Surveillance Law:
Reshaping the Framework: A User’s Guide to the Stored Communications Act, and a Legislator’s Guide to Amending It, 72 GEO. WASH. L. REvV. 1208
(Aug. 2004). With regard to Sergeant Ohnesorge’s claim of a violation of the ECPA, the NMCCA initially noted that the ECPA does not list exclusion of
evidence as a remedy for any violation, but ultimately declined to rule there had been a violation of the ECPA. Ohnesorge, 60 M.J. at 949. Presumably,
such a finding would be unnecessary with the court’s holding that Sergeant Ohnesorge did not have a reasonable expectation of privacy. Additionally, the
violation of the ECPA would be relevant to the issue of Sergeant Ohnesorge’s relationship with the Internet Service Provider (ISP). See 18 U.S.C.S. § 2703.

% See MCM, supra note 27, MiL. R. EVID. 311(a)(2). The concept of right to privacy as a predicate for Fourth Amendment protection can be traced to Katz
v. United States, 389 U.S. 347 (1967). Prior to Katz, Fourth Amendment protection concerned itself with property rights rather than privacy rights until the
Supreme Court proclaimed that the Fourth Amendment protects “people, not places.” Katz, 367 U.S. at 351. The CAAF extended the expectation of privacy
analysis to e-mail and digital media in United States v. Maxwell, 45 U.S. 406 (1996).

% 53 M.J. 402 (2000).
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provider (ISP).** Relying on dicta in United States v. Maxwell,** the NMCAA explained that there is a fundamental
difference between the content of private electronic communications and non-content information. The court found this
difference particularly true in Ohnesorge because EasyNews.com required Sgt Ohnesorge to consent to the ISP’s right to
disclose any information “necessary to satisfy any law, regulation, or other government request.”** Because Sgt Ohnesorge
had no reasonable expectation of privacy in his subscriber information, he lacked any legal standing to assert either a Fourth
Amendment claim or a claim of a violation of the Military Rules of Evidence.®*

As an additional theory of admissibility, the NMCCA held that even if Sgt Ohnesorge had a reasonable expectation of
privacy, the information and evidence uncovered as a result of SA Coulter’s request would have been inevitably discovered
through a proper authorization.®® The NMCCA noted that SA Coulter eventually served an administrative summons for the
subscriber information, and the trial counsel issued a subpoena to EasyNews.com for the same subscriber information.*

The NMCCA reaffirmed its holding in Ohnesorge in the unpublished case of United States v. Szymczyk.*” Major Wayne
Szymczyk, U.S. Marine Corps, was convicted of possession of child pornography and conduct unbecoming an officer by
possessing indecent computer images.® Major Szymczyk had a subscription with Infinity Internet Incorporated (Infinity), an
ISP located in Temecula, California.* Using this ISP, Major Szymczyk accessed an Internet chatroom using the screen name
“Aurther.” Once in the chatroom, he started communicating with “SuzyQ17.”*° The “electronic conversation” turned sexual
and culminated in Major Szymczyk sending “SuzyQ17” images of minors engaged in sexually explicit conduct.*
Unfortunately for Major Szymczyk, “SuzyQ17” happened to be an undercover detective for the Miami-Dade County Police
Department, who traced the screen name “Aurther” to Infinity and turned that information over to U.S. Customs officials.*

United States Customs officials turned the information over to the Riverside County Sheriff’s Department in Riverside,
California.®® A Riverside County detective personally visited Infinity in Temecula in the hopes that Infinity would
voluntarily provide the subscriber information to identify “Aurther.”** The owner of Infinity turned over the subscriber
information that revealed “Aurther” to be Major Szymczyk. Armed with this information, the Riverside County detective
obtained a search warrant to search Major Szymczyk’s house and computer. The search resulted in the seizure of hundreds of
computer images of child pornography as well as images depicting bestiality and simulated rape.*®

In due course, this evidence was turned over to military officials and charges were preferred and referred against Major
Szymczyk. At trial, he moved to suppress the images, arguing that the search warrant contained information that had been
seized from Infinity in violation of his Fourth Amendment right against a warrantless search, as well as in violation of the
ECPA.* The military judge denied the motion to suppress.*’

31 Ohnesorge, 60 M.J. at 948-9. Specifically, the NMCAA relied on United States v. Hambrick, 55 F.Supp.2d 504 (W.D.Va. 1999) and United States v.
Kennedy, 81 F. Supp. 2d 1103 (D.Kan.2000).

32 45 M.J. 406 (1996)
8 Ohnesorge, 60 M.J. at 949 (citing to Appellate Exhibit 1V).

* 1d. at 949. Military Rule of Evidence 311(b)(2) requires that an accused establish a threshold requirement of a reasonable expectation of privacy in order
to assert a violation of the military rules of evidence. MCM, supra note 27, MIL. R. EVID. 311(b)(2).

® Ohnesorge, 60 M.J. at 950 (citing Nix v. Williams, 467 U.S. 431 (1984)).
% |d. at 948 and 950.

%7 United States v. Szymczyk, No. 200000718, 2005 CCA LEXIS 184 (N-M. Ct. Crim. App. June 23, 2005) (unpublished).
% Id. at *3.

*1d.

0 d.

4 1d. at *4.

2 1d. at *4-5.

“d.

“1d.

* Id. at *5.

4 d.
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On appeal, the NMCCA relied heavily on the analysis of Ohnesorge and concluded that Major Szymczyk had no
reasonable expectation of privacy in his subscriber information with Infinity and therefore could not assert a Fourth
Amendment right.** The NMCCA also concluded that this information would have been inevitably discovered because the
Riverside County detective who requested the information was ready to request a search warrant if Infinity had decided not to
voluntarily turn over the subscriber information.*®

Both Ohnesorge and Szymczyk are relatively non-controversial with regard to a finding of no reasonable expectation of
privacy in subscriber information.*® In fact, these holdings solidify the CAAF’s suggestion in Maxwell that there is no
reasonable expectation of privacy in subscriber information communicated to an ISP.>' The issue left open for years has been
whether, and how, a Fourth Amendment expectation of privacy extends to e-mail communications.>® This issue has now
been framed by the Navy Judge Advocate General in his appeal to the CAAF in United States v. Long.>®

B. Expectation of Privacy in Government E-Mail Communications

Turning from non-content digital information to content digital information, the NMCCA held, in a remarkable opinion,
that a naval servicemember has a reasonable expectation of privacy in government e-mail stored on a government server.
Accordingly, the potentially most significant military case decided in 2005, within the context of search and seizure law, is
United States v. Long.>*

Lance Corporal (LCpl) (E-3) Jennifer N. Long, U.S. Marine Corps, was convicted of wrongful use of ecstasy, ketamine,
and marijuana in violation of Article 112a, UCMJ.* Evidence used at trial consisted of eye-witness testimony and seventeen
pages of e-mail transcripts in which LCpl Long discussed, with three separate individuals, her fear of testing positive for
drugs in the event of a urinalysis and her efforts to attempt to mask her drug use.®® One of LCpl Corporal Long’s friends,
Corporal (E-4) “U,” testified during the government’s case-in-chief and authenticated some of the e-mail correspondence as a
back-and-forth e-mail exchange in which LCpl Long admitted use of marijuana and ecstasy and her concern about an
upcoming urinalysis test.>’

4 1d.
8 1d. at *9.

# Id. at *4 and *10.
%0 For those federal courts that have faced this particular issue, the trend has been a finding of no expectation of privacy in subscriber information. See, e.g.,
Guest v. Leis, 255 F.3d 325 (6th Cir. 2001).

5! See United States v. Maxwell, 45 M.J. 406, 418 (1996) (analogizing the relationship between a computer network subscriber and the internet service
provider as similar to that between a bank and it customer); see also United States v. Miller, 425 U.S. 435, 443 (1976) (no expectation of privacy in financial
information voluntarily conveyed to banks); cf. Smith v. Maryland, 442 U.S. 735 (1979) (holding no reasonable expectation of privacy in the actual numbers
dialed on a telephone as the capture of the numbers does not capture content). The CAAF declined to address the reasonable expectation of privacy issue
with regard to subscriber information. See United States v. Allen, 53 M.J. 402, 409 (2000) (stating that “[w]e need not decide what type of privacy interest
attached to the [subscriber] information in this case, however, because we agree with the military judge that a warrant would have inevitably been obtained
for those very same records”). The Stored Communications Act part of the Electronic Communications Privacy Act, discussed at note 28, supra, requires
disclosure by internet service providers of subscriber information (e.g. name, address, local and long distance telephone connection records, length or
service, and means and source of payment) by use of an administrative subpoena. 18 U.S.C.S. § 2703(c)(2) (2006).

52 1n Maxwell, the CAAF concluded that Colonel Maxwell enjoyed an expectation of privacy in the content of his e-mails that had been sent on his America
Online account; however, that expectation of privacy would necessarily turn on the type of e-mail involved and the intended recipients. Maxwell, 45 M.J. at
419.

%% 61 M.J. 539 (N-M. Ct. Crim. App. 2005).

* Id. The impact of Long depends largely on how the CAAF decides the case. If the CAAF affirms the NMCCA’s opinion, it could have a significant
impact within the military because servicemembers would have an expectation of privacy in their government e-mail; however, if the CAAF vacates on
narrow grounds, e.g., holding that LCpl Long did not establish that she had a subjective expectation of privacy because she did not testify at trial, the impact
of Long would be relatively insignificant and limited to its facts.

% |d. at 540; see UCMJ art. 112a (2005).

% Long, 61 M.J. at 541. These e-mails were characterized as strings of e-mail exchanges between LCpl Long and three different individuals. 1d.

Presumably, these strings represented a digital recording of several e-mail exchanges between LCpl Long and the three recipients of her e-mail
correspondence.

5 1d. at 542.
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Officials from the Inspector General’s Office of Headquarters, U.S. Marine Corps (IGMC), requested the e-mail
transcripts that had been seized from the network administrator for Headquarters, U.S. Marine Corps.”® The network
administrator accessed and retrieved the e-mails from the government network domain server at the specific request of
government enforcement officials.®® The request was made without a search warrant or search authorization.*® Lance
Corporal Long moved to suppress the e-mails, arguing that they had been seized in violation of her Fourth Amendment rights
since the seizure had been without her consent and in the absence of a search authorization.”*

The only witness to testify during LCpl Long’s suppression hearing was the senior network administrator for
Headquarters, U.S. Marine Corps.®* The network administrator testified that LCpl Long had been assigned a government
computer and an e-mail account.®® Both the computer and the e-mail account were issued for official use; however, personal
use of the government computer and the e-mail system was permissible provided such use did not “interfere with official
business.”® To access her government e-mail account, LCpl Long had to create her own password to protect against
unauthorized users accessing her e-mail account and the government network.®® Every e-mail that LCpl Long sent via her
government computer went through a central government system domain server, where the e-mail was copied prior to its
being sent to the intended recipient.®® These copies of sent e-mail were automatically stored on the central domain server
unless the user specifically configured the e-mail account not to save outgoing e-mail.*”  Any system administrator could
access all e-mail accounts on the central domain server.® The senior system administrator testified that LCpl Long’s e-mails
were not retrieved during routine monitoring of the network system, but at the specific request of government officials.®®

At trial, the military judge ruled that the actions of the network administrator constituted a search for evidence without
LCpl Long’s consent.”” Additionally, the military judge ruled that the request by law enforcement had been made without a
search authorization premised on probable cause.” The military judge admitted the evidence, however, based on his finding
that LCpl Long had no reasonable expectation of privacy in her government e-mail account.”

On appeal, LCpl Long argued that the military judge committed error when he ruled that she had no reasonable
expectation of privacy in her government e-mail account.”® The NMCCA agreed that the military judge committed error in
admitting the e-mail transcripts; however, the court held that the error was harmless beyond a reasonable doubt because the
evidence of Long’s guilt was otherwise overwhelming.” Despite the court affirming the case, the Navy Judge Advocate
General certified this case to the CAAF.

%8 |d. at 541. Although unclear from the opinion, the investigation into LCpl Long’s drug use began as an IGMC investigation. Officials from the IGMC
requested the seizure of LCpl Long’s e-mail.

%9 1d. at 540-41.

% 1d. at 541.

5 1d.

5 1d.

% 1d.

5 1d.

% 1d.

% 1d.

7 Id. Although unclear from the opinion, presumably LCpl Long did not configure her government issued computer e-mail account to delete outgoing
messages. 1d. If she had, the NMCCA would likely have mentioned that fact relative to the court’s conclusion that she had a subjective expectation of
privacy in her e-mail account.

% 1d.

5 1d.

™ 1d. Although unclear from the opinion, the government likely argued that LCpl Long consented to the search and seizure of the e-mails based on the
“Notice and Consent to Monitoring™ banner displayed each time she accessed the network via the government computer workstation. 1d. In any event, the
military judge appears to have rejected any consent theory that the government may have argued as an alternative theory of admissibility. Id.

™ d.

" 1d. at 542.

™ 1d. at 540.

™ 1d. at 549.
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The NMCCA’s analysis and reasoning for why LCpl Long had a reasonable expectation of privacy is quite remarkable
because two years earlier, the NMCCA reached the exact opposite holding in the unpublished case of United States v.
Geter.”® In any event, using United States v. Monroe'®as a framework, the Long Court outlined the threshold requirement of
establishing an expectation of privacy within the context of digital content information.”” First, the NMCCA concluded that
LCpl Long had a subjective expectation of privacy in her government e-mail account.” Notwithstanding that LCpl Long did
not testify on the motion to establish how she had a subjective expectation of privacy, the NMCCA found a subjective
expectation of privacy because her computer account required a password for access onto the government network.” Her use
of a password to access the system “provided precautions necessary to safeguard her privacy in her e-mails, as well as her
ability to exclude others from her e-mail account.”®® Additionally, the NMCCA concluded that the military judge “made no
explicit finding” that LCpl Long had a subjective expectation of privacy.?’ Because of the lack of an explicit finding, the
NMCCA made its own finding that LCpl Long had established a subjective expectation of privacy as to all other persons
except for the network administrator.®?

Having found a subjective expectation of privacy, the NMCCA moved to the next required step in the analytical
process—whether LCpl Long’s subjective expectation of privacy was “objectively reasonable.”®® Relying principally on two
non-military federal cases, Picha v. Wielgos® and United States v. Pryba,®® the NMCCA concluded that LCpl Long’s
subjective expectation of privacy was objectively reasonable.®® The NMCCA’s reliance on these two cases for the
proposition that LCpl Long had a reasonable expectation of privacy is curious for several reasons. First, neither case had
anything to do with electronic evidence. Second, neither case analyzed the concept of reasonable expectation of privacy.
The issue in both cases dealt with whether there had been a government intrusion sufficient enough to trigger the protections
of the Fourth Amendment.®” The question of whether there is governmental intrusion sufficient to trigger Fourth Amendment
protection is a separate question from whether a person has a reasonable expectation of privacy.®®

™ United States v. Geter, No. 9901433, 2003 CCA LEXIS 134 (N-M. Ct. Crim. App. May 30, 2003) (unpublished), set aside and remanded on other
grounds, United States v. Geter, 60 M.J. 344 (2004) (summary disposition). In Geter, the NMCCA relied on the Air Force opinion of United States v.
Monroe, 50 M.J. 550, 558 (A.F. Ct. Crim. App. 1999), for the proposition that when dealing “solely with a U.S. government owned and operated system, in
which individual e-mail accounts are provided for official use only, there is no reasonable expectation of privacy.” Geter, 2003 CCA LEXIS 134, at *7. On
remand, the NMCCA rendered its second opinion on 8 November 2005. United States v. Geter, No. 9901433, 2005 CCA LEXIS 362 (N-M. Ct. Crim. App.
Nov. 8, 2005) (unpublished). Curiously, the Geter court did not cite Long, and contrary to Long, concluded that the passwords LCpl Geter needed to access
his government e-mail account, existed to “protect the integrity of the command information systems, not the personal interest of the appellant [Geter].” Id.
at *5. Accordingly, the NMCCA concluded that LCpl Geter did not have a subjective expectation of privacy and thus the seizure of his e-mail did not
implicate the Fourth Amendment.

6 52 M.J. 326, 330 (2000)
" Long, 61 M.J. at 543.
8 Id. at 544.

™ 1d. But see Geter, 2005 CCA LEXIS 362, at *5 (stating that passwords exist and are created to “protect the integrity of the command information
systems, not the personal interests” of the servicemember).

® Long, 61 M.J. at 544.

8 1d. This conclusion does not support the other part of the opinion in which the court stated that the military judge found “that the appellant [Long] had no
reasonable expectation of privacy in the e-mail account.” Id. at 542. A plain reading of that sentence speaks to her personal and therefore subjective
expectation of privacy.

8 |d. at 544.

% |d. at 543 (quoting United States v. Monroe, 52 M.J. 326, 330 (2000)).
& 410 F. Supp. 1214 (N.D. 111.1976)

® 502 F.2d 391 (D.C. Cir. 1974)

% |ong, 61 M.J. at 545-46.
8 The Picha case was a civil rights case in which thirteen-year old Renee Picha sued her school principal, Mr. Raymond Wielgos, after she was stripped-
searched by the female school nurse on school property. The principal ordered Ms. Picha stripped-searched based on a phone tip that led him to believe Ms.
Picha possessed drugs. Whether Renee Picha had a reasonable expectation of privacy against having her person stripped-searched was not an issue before
the district court. The real issue was whether the search of Renee Picha by school officials constituted government intrusion sufficient to trigger her right
against an unreasonable search and seizure. Picha, 410 F. Supp. at 1216. In its opinion, the Picha court simply held that the school officials were not
entitled to a directed verdict based on being immune from civil liability. 1d. at 1221. Similarly, in Pryba, the issue was not whether Mr. Pryba had a
reasonable expectation of privacy in the search of the package that led to his prosecution for possession of pornographic videotapes; it was whether there had
been sufficient governmental action to trigger Mr. Pryba’s rights against a warrantless search. Based on the suspicious behavior on the part of the sender,
United Airlines officials searched the package addressed to Mr. Pryba prior to its shipment via United Airlines cargo freight and then turned the package
over to the Federal Bureau of Investigation. The Pryba Court rejected Mr. Pryba’s Fourth Amendment claim holding that the initial search of the package
by United Airlines officials was done on the carrier’s own initiative, independent of any governmental action or intrusion. Pryba, 502 F.2d at 398.
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Police participation or government intrusion may be germane to two issues: (1) the level of law enforcement
involvement or participation sufficient to implicate protection under the Fourth Amendment; and, (2) the reasonableness of
the warrantless search or seizure based on all factors. The level of government involvement or law enforcement participation
should not turn on whether a person has a reasonable expectation of privacy. Objective expectation of privacy analysis
should turn on objective factors relative to the person seeking protection.®* Motivation of government officials is relevant to
an evaluation of the reasonableness of a search, not to whether an individual has a reasonable expectation of privacy.”

When the NMCCA focused on the level of government intrusion and the purpose of the search, it found first a
reasonable expectation of privacy and then a fortiori a per se unreasonable search. The NMCCA appears to have adopted the
same general analytical standard that the Ninth Circuit adopted in O’Connor v. Ortega.”* On appeal, the Supreme Court
stated that this type of analysis was incomplete.? In reversing the O’Connor case, the Supreme Court held that the Ninth
Circuit erred in finding a Fourth Amendment violation after concluding that Doctor Ortega had an expectation of privacy in
his office.”® The O’Connor plurality opinion makes clear that the Ninth Circuit should have extended the analysis to whether
or not the search was reasonable under the circumstances given the “special needs” of public employers to supervise and
control the work environment.”*

The NMCCA also parsed the concept of reasonable expectation of privacy and concluded that it depended not only on
the motivation of government officials, but also on the situational relationship between LCpl Long and other government
officials.”® The Long Court found the search per se unreasonable and rejected the government’s assertion that based on the

But where the search is made on the carrier’s own initiative for its own purposes, Fourth Amendment protections do not obtain for the
reason that only the activities of individuals or nongovernmental entities are involved. So frequently and so emphatically have the
courts enunciated these principles that at least for the time being, they must be regarded as settled law.

Id. Not unlike Picha, the issue of whether Mr. Pryba had a reasonable expectation of privacy against officials searching the sealed package addressed to him
was not a contested issue.

# See, e.g., Skinner v. Railway Labor Executives’ Ass’n, 489 U.S. 602, 614-16 (1989) (stating that to implicate protections under the Fourth Amendment,
there must be “clear indices of the Government’s encouragement, endorsement, and participation” in the search or seizure).

8 Cf. Soldal v. Cook County, 506 U.S. 56, 69 (1992) (finding that the subjective motivation of law enforcement officials provides an unworkable
framework in determining whether Fourth Amendment protections apply).

% See O’Connor v. Ortega, 480 U.S. 709 (1987) (remanding case back to Ninth Circuit finding that the issue of reasonable expectation of privacy is only a
threshold consideration based on objective factors) (plurality opinion).

°1 764 F.2d 703 (9th Cir. 1985).

%2 See O’Connor, 480 U.S. at 719 (stating that to “hold that the Fourth Amendment applies to searches conducted by [public employers] is only to begin the
inquiry into the standards governing such searches. . . . [W]hat is reasonable depends on the context within which a search takes place”); see also State v.
Ziegler, 637 So. 2d 109, 112 (La. 1994).

The O’Connor Court set forth a two-pronged analysis for determining whether an employee’s Fourth Amendment rights were violated
by an administrative search and seizure. First, the employee must have a reasonable expectation of privacy in the area searched, or in
the item seized. . . . Second, if a reasonable expectation of privacy exists, the Fourth Amendment requires that the search be
reasonable under the circumstances.

Id. at 112.

% “To hold that the Fourth Amendment applies to searches conducted by [public employees] is only to begin the inquiry into the standards governing such
searches. . . . [W]hat is reasonable depends on the context with which the search takes place.” O’Connor, 480 U.S. at 719 (quoting New Jersey v. T.L.O.,
469 U.S. 325, 337 (1985)).

% 1d. at 720.

Employers and supervisors are focused primarily on the need to complete the government agency’s work in a prompt and efficient
manner. An employer may have need for correspondence, or a file or report available only in an employee’s office while the
employee is away from the office. Or ... employers may need to safeguard or identify state property or records in an office in
connection with a pending investigation into suspected employee misfeasance. In our view, requiring an employer to obtain a search
warrant whenever the employer wished to enter an employee’s office, desk, or file cabinets for a work-related purpose would seriously
disrupt the routine conduct of business and would be unduly burdensome. Imposing unwieldy warrant procedures in such cases upon
supervisors, who would otherwise have no reason to be familiar with such procedures, is simply unreasonable.

Id. at 721-22.

% United States v. Long, 61 M.J. 539, 546 (N-M. Ct. Crim. App. 2005). First, the Long court concluded that LCpl Long enjoyed a “subjective expectation
of privacy in her e-mail account as to all others but